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Achieving Enterprise Resilience
A BUSINESS CONTINUITY MANAGEMENT PRIMER FOR HEALTHCARE PROVIDERS
GALLAGHER CONTINUUM SOLUTIONS | NOVEMBER 29TH, 2017

Healthcare professionals must be continually ready to respond to both direct
and indirect events that can impact patient care, employee safety and business
operations

Disaster planning
involves all
measures taken to
prevent, prepare
for, respond,
mitigate, and
recover from a
crisis, regardless of
the nature or origin
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A strong Business Continuity Management program is essential to the health
and well-being of both the hospital enterprise itself and the patients within it
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Not having a robust Business Continuity Plan in place can have tragic
consequences for healthcare facilities

• 40 percent of global health organizations have experienced an
unplanned outage in the last 12 months
• When a 200-bed hospital experiences a power outage and its backup
generator solution fails, the cost is $1 million – or $5 million for a 500bed hospital
• The average cost is $432,000 per incident, and diagnostic imaging
systems are among the leading culprits
Eight patients died in immediate aftermath of a power outage caused Hurricane
Irma that took out the building’s A/C system – At least four more died in the
following days
https://www.meritalk.com/study/rx-itaastrust/
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Cyber

Industry
• $575B – Annual
cost totrends:
the global
economy
from
cybercrime
(1)
• Extended enterprise
Over 4,000 ransomware attacks per day in
•• Ransomware
Q1 2016 – A 300% increase from 2015 (2)
• Acquisitions & growth
• $209M – Monetary losses suffered by
enterprises in intrusion
Q1 2016 due
to
• Sophisticated
techniques
ransomware (2)
• Biomed devices & IoT
• 63% increase in the number of major
attacks on
healthcare organizations in
• Identity
theft
2016 (4)
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Recent studies show that Healthcare is the most dangerous industry to work in

• Around 654,000 health care workers are
harmed per year on the job
• The most common types of harm include
back injury, needle sticks, blood and body
fluid exposures and smoke inhalation
• In addition to injuries that are “part of the
job,” there has also been an increased in
Workplace Violence in hospitals – a shocking
45% of all WPV incidents occur in the
healthcare setting
• Around 40 and 75 percent of health care
workers report having suffered physical or
verbal abuse from a patient or their family
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As of April 2017, a new California rule established strict guidelines to prevent
Workplace Violence in healthcare facilities
This rule is far more expansive than Federal OSHA’s guidelines for the Prevention of
Workplace Violence in Health Care settings. Here are some highlights of the new rule:
•
•
•
•
•
•
•
•
•
•
•

Requires a written workplace violence prevention plan.
Procedures for obtaining assistance of law enforcement during all work shifts;
Procedures for accepting reports of workplace violence from employees, including antiretaliation provisions;
Procedures to ensure compliance with the plan;
Procedures for communicating with employees about workplace violence matters;
Procedures for training employees on workplace violence;
Assessment procedures to identify risk factors for workplace violence;
Procedures to identify patient specific risk factors
Procedures for post-incident response and investigation.
Annual Review of the plan.
Training employees annually on the plan.

https://www.oshalawblog.com/2016/12/articles/are-you-ready-for-californias-workplace-violence-prevention-in-health-care-rule/
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Business Continuity, Disaster Recovery and high availability are now tightly
coupled with patient safety and satisfaction – But having Plans in place is only
the first step in being truly resilient

Where are you on the Business
Continuity Management Spectrum?
 Reactive – Ready to handle emergency
response when they come along
 Compliant – Conducting annual risk
assessments
 Proactive – Continuity planning initiated

 Do you consistently
test/exercise?
 Do you have crisis
communications procedures
in place?
 How old are your Plans?

 Optimized – Comprehensive change
management in place
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In our view, a strong Business Continuity Management program is composed of
the following key elements
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Gallagher Continuum Solutions’ BCM Methodology consists of 3 distinct tasks…
TASK 2: CAPABILITY
DEVELOPMENT

TASK 1: RAPID ANALYSIS

TASK 1
Define Core
Functions
 Construct Value
Chain
 Identify Key
Value Drivers
(e.g.
brand/reputatio
n, revenue,
liquidity)
 Identify critical
products,
services,
functions and
work locations

TASK 3: EMBEDDING

TASK 2

Business Analysis
 Conduct BIA’s of
critical
functions,
processes and
sub-processes
 Identify key
dependencies
and resources
 Set recovery
objectives
 Conduct gap
analysis against
IT-DR
capabilities (e.g.
RTO’s)

TASK 3

BCM Strategy
Review/
Development
 Review existing
BCM strategies
to address risks
for critical
business
functions &
managed
resources
 Identify
initiatives/
actions to affect
strategies
 Validate
strategies
through a
workshop

BCM Plan
Development
 Document the
BCM Plans

Resilience Screen

 Develop options to
 Outline
de-risk the
proactive
business through
initiatives the
changes in three
business can
dimensionstake to improve
process, operating
its resilience and
model, or
to mitigate
geographic
identified risks
dispersion

BCM Plan Exercise

BCM Program
Maintenance

 Conduct
tabletop
exercise to
validate plan
content

 Keep it all
aligned with
the changing
business
model

 Validate interdependencies

 Conduct
annual plan
reviews/
updates

 Identify a set of
mitigation
strategies
 Validate strategies
through a
workshop
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…Based on an “all hazards” approach to prepare you for the consequences of
any event regardless of nature or origin

Building

Equipment

Technology

Human Resources

3rd Parties
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Scenario #1: Cyber Breach

•

•

•

•

A ransomware attack on the XYZ
Healthcare System was just discovered –
it is estimated that the breach impacted
data of 320,000 of its patients
The virus encrypted x-ray images, files
and documents and the patient database
It also shut the organization out of
medical images, details of patient visits
and files
The Information Security Team
recommends temporarily “unplugging all
infrastructure”

 How would you respond to this
incident?
 What are your immediate recovery
priorities?
 How would you communicate to all
hospital stakeholders?
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Scenario #2: Workplace Violence
•

An armed gunman enters Hospital XYZ looking for his ex-wife’s new boyfriend

•

The boyfriend is currently visiting her as the woman is recovering from a minor surgical procedure

•

The gunman enters the wing where his ex-wife is and starts shooting at random; he injures 8
people, with 3 more in critical condition

•

NYPD quickly enters the wing and disables the shooter

•

A visitor has captured the entire incident on his iPhone and posts the video to Facebook

 How would you respond to this incident?
 What are your immediate recovery priorities?
 How would you communicate to all hospital stakeholders?
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