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A letter from the President 
 
 

Dear Members and Friends  ,

We hope that you are as happy as we are to have the cold winter months behind us and are looking forward to the 
warmer months ahead. We closed out the winter season with a successful webinar on Epidemic and Pandemic 
Readiness: A Review of the Response to Ebola in the United States given by Dr. Joseph Masci, Director of Medicine for 
Elmhurst Medical Center. Because of Dr. Masci’s leadership in handling Ebola preparedness for New York City, the 
information he provided in the webinar was quite beneficial for our listeners.  

With regard to our spring conference, the Officers and the Board of Directors of AHRMNY would like to extend our 
sincerest apologies for not hosting a spring evening networking event as in previous years. Scheduling issues beyond our 
control did not permit us to move forward with the event. We hope that the NY healthcare risk management community 
understands and we are ensuring that this upcoming annual conference will be enjoyable.  
 
With that being said, don’t forget to save the date of Friday, June 5, 2015 from 8am to 4pm for our Annual Full Day 
Conference. We are pleased to be hosting the event at a new location, TKP New York Conference Center, located near 
Bryant Park. The day will include exciting and informative programs with topics ranging from cyber breach, robotics, the 
medical liability crisis, mitigating damages from the ACA and more. During the conference we will also hold our annual 
business meeting in addition to welcoming the newly elected officers and directors and honoring the outgoing officers 
and directors for their service to the organization.  We look forward to seeing you there! 

Sincerely,  

Gehan Soliman 
President 
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    EDITOR’S CORNER 

The Risk Management Quarterly (RMQ), is the official journal of 
The Association  for Healthcare  Risk Management  of New  York, 
Inc. (AHRMNY) and is published four times a year. 
 
RMQ’s Mission Statement: To enhance the quality of healthcare 
delivery  through education,  research, professional practice, and 
analysis specific to risk management issues. 
 
This journal contains articles on a wide variety of subjects related 
to risk management, patient safety, insurance, quality improvement, 
medicine, healthcare law, government regulations, as well as other 
relevant  information of  interest to risk managers. The articles are 
usually written by AHRMNY members, so the  journal serves as an 
opportunity for members to showcase their writing talents. 
 
Click here for the official RMQ Author Guidelines  
 
Reminder: 

Maximum article length 3,500 words 

Photo requirements:  (high resolution JPEGs – at least 300 dpi) 

AHRMNY will not publish those articles promoting products 
or services 

Publications Committee: 
Judith Block 

Dylan Braverman 

Cheryl DeSimone 

Ken Fox 

Linda Foy 

Adam Guttell 

Jose L. Guzman, Jr. 

Victor Klein, MD 

Robert Marshall 

Pamela Monastero 

Ruth Nayko 

Janet Walsh 

Kisha Wright 

Kate Zadek 

 

The information presented in 

 THE RISK MANAGEMENT QUARTERLY  

is for educational purposes only 

 

 
Friday, June 5, 2015      8:00 am – 4:00 pm 

 
This year we’re at a new venue near Bryant Park at the TKP New York 
Conference Center.  Topics will include keynote and breakout 
sessions examining medical, technological and legal risk in today’s 
challenging healthcare environment. 
 

The following Exhibitors will be onsite: 

 ArjoHuntLeigh 
 ECRI Institute 

 Sedgwick Claims Management Services 

  ResolveStar 
   
Conference fee is $75 for AHRMNY Members and $150 for non‐members 
 

Click here for conference program and registration details 
 

…………………………………………………………………. 
 

Save the Date: HRM Week 2015 is 
June 15‐19! 

 

 
 

It's not too early to think about spreading the word about the 
importance of our profession during Healthcare Risk Management 
(HRM) Week. ASHRM will make it easy for you to deliver your 
message by providing materials you can customize and share with 
staff at your healthcare organization. To learn more click here 

 

CALL FOR ARTICLE SUBMISSION 

We are asking our readers to submit articles for future editions of the 
RMQ  journal  that  focus  on  patient  safety,  environmental  or  staff 
safety,  risk management, claims management,  insurance  issues and 
other relevant topics. 

RMQ is published four times a year with a distribution of 300 copies per 
issue. Please forward any ideas or submissions for publication in the 
RMQ to “Editors”, via email with attachments to: ahrmny@gmail.com. 

The deadline for submission and consideration for the next journal is 
June 30, 2015. 
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The Pivotal Role of Communication in Healthcare Reform 
and Risk Reduction 

Portions of the article have been reprinted from Risk RX 
publication with permission of the Florida Board of 
Governors Self-Insurance Programs. 
 
It’s all about communication! Despite having superbly trained 
healthcare providers, state-of-the-art medical technology, 
and well-established therapies at provider’s fingertips, the 
American healthcare industry remains beleaguered by 
unacceptable numbers of preventable medical and surgical 
mistakes. 
 
A significant percentage of adverse events are simply caused 
by the inability to communicate effectively. Given the major 
focus today on healthcare reform and improved patient 
safety protocols, successful healthcare organizations will 
realize that effective communication is the key to reaching 
the Triple Aim: Improving the patient experience of care 
(including quality and satisfaction); Improving the health of 
populations; and Reducing the per capita cost of health 
care.1 
 

Although errors resulting in patient harm have plagued the 
medical profession for generations, it has only been in recent 
years that healthcare professionals began to identify the root 
causes of these events. Fifteen years ago, IOM’s To Err is 
Human: Creating a Safer Health System was published, and 
this landmark report has served as a thunderous wake-up call 
to the industry, leading to private initiatives and governmental 
reforms to improve patient safety and quality care. We 
continue to recognize advances in the industry developed, in 
often cases, as a knee jerk reaction to the publication of that 
report. The challenge we have faced since that report is that 
for every advance in practice and patient safety or risk 
management win, there are novel risks and changes to the 
system that redirect positive attribution to recognition of 
opportunities for improvement. Keeping up with the pace of 
change is difficult, at best.  
 
As if that isn’t enough to keep us up at night, the healthcare 
industry now faces wide-scale reforms that impact traditional 
methods of practice and provider reimbursement. Payments 
to providers will be linked to performance and patient 
outcomes. Third party payers no longer reimburse providers for 
hospital-acquired conditions or infections considered to be 
“never events” or Hospital Acquired Conditions. Hospitals with 
excessive 30-day readmission rates are currently facing 
reimbursement penalties for specific conditions.  
 
The Institute for Healthcare Improvement (IHI) considers 
healthcare reform to be a key component of an overall 
strategy to achieve the Triple Aim. As hospitals and health 
systems work to respond to the transition from a pay-for-service 
to a pay-for-performance model, with Centers for Medicare & 
Medicaid as the harbingers of change, risk managers are 
realizing the resultant enterprise risks as defined by ASHRM’s 
enterprise risk management (ERM) domains; financial, 
legal/regulatory, strategic, human capital,2 to name the 
obvious. 

By Arnold Mackles, MD, MBA, LHRM, Jen Hurley, CPHRM, CHCP, and Karen Ragland, MA 

The First Component of the “Triple Aim:” An Improved 
Patient Care Experience 
 
A report3 by HealthGrades revealed the important role that 
communication plays in both patient education and providing 
high quality care. The HealthGrades study compared results of 
a patient satisfaction survey, the HCAHPS Survey (Hospital 
Consumer Assessment of Healthcare Providers Systems) with 
the number of hospital adverse events as determined by 
specific patient safety indicators (PSI), established by the 
Agency for Healthcare Research and Quality (AHRQ). The 
report found that “Hospitals with the highest ratings on nursing 
and physician communication had better track records with 
lower rates of the 13 patient safety indicators.”  
 
By practicing safe, quality patient care hospitals can maximize 
bottom-line performance by avoiding non-reimbursement 
situations and penalties imposed by governmental and third 
party payers. The American retail industry has courted 
consumers for decades with phrases such as the customer is 
always right. For whatever reason, healthcare organizations 
are late arrivals to the notion that customer satisfaction is 
directly associated with higher quality products, services, and 
financial success. As a result, government healthcare reform 
has instituted measures to improve both patient satisfaction 
and patient outcomes. 
 
Risk managers have an opportunity to position themselves in 
this discussion by correlating improved communication with 
reduced liability. It remains uncontested that patients who like 
their physicians are less likely to sue than those who do not 
have a level of rapport. By building upon existing programs to 
bolster patient satisfaction ratings for the purposes of avoiding 
reimbursement penalties, risk managers can make an impact 
to their own programs and further advance the role of the risk 
manager in an enterprise risk management capacity within 
their organization. 
 
The Second Component of the “Triple Aim:” Better 
Population Health 
 
The core principle of Better Population Health is that of 
identifying individuals in the community who are at risk for 
specific health issues and providing appropriate services 
needed to proactively improve health. This can be 
accomplished by reaching out with patient interviews, surveys, 
obtaining clinical information, and data from payers. This 
requires functional collaboration and communication among 
diverse healthcare providers to identify at risk patients 
requiring services and support. 
 
Although better population health is a forthcoming goal for 
entire geographic areas, research has already shown how 
specific populations of high-risk patients can receive safer and 
healthier care. For example, a study by Lu and co-workers4 
was able to show that effective medication reconciliation 
resulted in decreased hospital readmission rates in one high- 



 4    The Risk Management Quarterly 

 

   risk population. The study which was conducted in a 477 bed 
teaching hospital in Minneapolis on evaluated patients being 
discharged to skilled nursing facilities (SNF). Patients were 
divided into two groups: Group one, or the control group, 
received routine care and hospital procedures; Group two, or 
the intervention group, received a specific medication 
reconciliation program in which discharge orders were 
entered electronically by the physician and subsequently 
reviewed by a pharmacist. A clinical coordinator reviewed 
non-medication orders. All discrepancies were discussed with 
the physician and resolved prior to discharge. Results revealed 
that the 30-day readmission rate for the control group was 
9.5%, while the group that received the intervention had a 
rate of 5.4%. 
 
Hospital readmission rates, at both 30 and 60 days post-
discharge, were significantly reduced by utilizing pharmacist 
medication reconciliation techniques, nursing oversight, and 
communication with providers to resolve discrepancies in 
discharge orders. 
 
The risk manager may recognize the opportunity in 
understanding the patient populations served by their 
organizations for the purposes of assessing human capital, 
financial, and clinical/patient safety risks. Does your 
organization have the requisite clinical talent to manage the 
most prevalent or complex conditions in the patient 
population you serve? 
 

The Third Component of the Triple Aim: Reduce Per Capita 
Healthcare Costs 

 
Reducing costs while providing optimum patient care is the 
third facet of the triad of initiatives to improve overall 
healthcare. To accomplish this goal, healthcare providers will 
need to practice evidence-based medicine and eliminate 
unnecessary tests and procedures. In addition, the Centers for 
Medicare & Medicaid Services (CMS) have introduced the 
Hospital Value-Based Purchasing (VBP) Program, which 
provides financial incentives for quality of care, rather than for 
the numbers of medical and surgical procedures performed. 
 
By practicing safe, quality patient care hospitals can maximize 
bottom line performance by avoiding non-reimbursement 
situations and penalties imposed by governmental and third 
party payers. Preventable medical errors considered to be 
never events and excessive hospital readmissions can often 
be avoided by instituting effective communication initiatives 
coupled with process improvements. 
 
A good example is the ability to decrease hospital 30-day 
readmission rates by instituting a transition of care model. 
Essentially, these care models utilize an interdisciplinary team 
that helps a patient transition from hospital admission through 
discharge and the post-discharge period. The teams 
coordinate care throughout the process and educate 
patients as to their specific condition and care plan, both as 
an inpatient and after discharge. Follow-up calls or visits are 
made within 24-48 hours after discharge to check for any 
problems and to, once again, confirm that the patient is 
following the post-discharge plan.  
 
Implementation of a transition of care plan begins with the 
selection of a project leader. The Project RED model (Re- 

Engineered Discharge)5, suggests choosing a well-respected 
individual with a background in nursing, medicine, 
administration, quality improvement, and/or patient safety. 
The project leader is responsible for organizing an 
interdisciplinary implementation team, which should be 
composed of participants from key clinical and administrative 
disciplines. Recommended membership can represent areas 
such as “Patient safety. Nursing and physician leadership. 
Case management. Hospital administration. Hospital IT. 
Hospital pharmacy leadership. Patients, family members, and 
other community members. Patient educators. Health plans… 
Discharge planning, Social work, Chaplain/clergy, Medical 
records leadership, Interpreter services.” 
An RN, who was designated as the DE or “discharge 
educator”, carried out the initial Project RED studies. A 
pharmacist made the follow-up post discharge phone calls to 
patients. The Project RED toolkit however, points out that more 
than one specific discharge educator can share 
responsibilities, as long as the individuals are knowledgeable 
and trained for the respective task. For example, social 
workers and caseworkers are appropriate choices for 
scheduling follow-up appointments, and arranging home 
equipment needs, while clinically trained personnel would be 
appropriate providers to perform medication reconciliation 
and explain medication regimens. 
 
A study by Coleman6 evaluated a transition of care model for 
hospitalized elderly patients. One group of patients had an 
intervention consisting of a transition coach, encouragement 
to participate in the care process, and post-discharge home 
visits and follow-up calls. The second or control group received 
routine care. Results revealed that the intervention group had 
an 8.3% 30-day readmission rate while the control group was 
as high as 11.9%, providing further evidence that simple and 
effective communication does make a difference! 
 
Lack of proper communication between providers is a risk to 
an organization. Again spanning the domains of financial, 
strategic, legal/regulatory, and human capital, the damage 
left in the wake of communication breakdowns requires an 
enterprise risk solutions approach. The risk manager must first 
consider the audiences impacted and influencing 
communication; physicians, nurses, allied health professionals, 
patients and their families, hospital administration, and then 
determine how to approach each with information and 
resources that will further the overarching mission to improve 
communication across the continuum of care. Interventions 
may include patient-specific training, continuing professional 
development for the entire healthcare team, integration of 
patient representation at board or leadership meetings, 
introduction of proven concepts for process improvement now 
applied to healthcare (crew resource management, Lean, 
etc.) or by utilizing the resources made available through 
AHRQ, The Joint Commission, or CMS. Building an inclusive 
community or culture within an organization remains one of 
the more elusive tactics to achieving the Triple Aim. Breaking 
down misconceptions and fear associated with transparency 
in healthcare continues to populate discussion boards and has 
resulted in consultancies focused on nothing more than, 
forgive the pun, just culture. 
 
Indeed, significant progress has been made in the area of 
patient safety in recent years. Yet, there remains a great deal 
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Dr. Mackles practiced hospital based neonatal 
medicine in Florida for over twenty two years 
after completing a fellowship in Neonatology at 
The Cornell University Medical Center in New 
York. In addition to receiving an MBA from 
Nova Southeastern University Dr. Mackles 
obtained his license as a Healthcare Risk 
Manager through studies at the University of 
South Florida.  Dr. Mackles was elected to the 
Board of Directors of The Florida Society for 
Healthcare Risk Management and Patient safety 
for a two year term from 2006-2008, and again 
for 2014-2016. Dr. Mackles has served as an 
instructor with the University of Florida 

Distance Education Risk Management and Patient Safety Program.  He is 
also the author of multiple on-line continuing education courses on patient 
safety topics for The Sullivan Group. Currently, Dr. Mackles devotes full 
time to risk management and patient safety issues. 

 
Jen Hurley is a Certified Professional in 
Healthcare Risk Management (CPHRM) and 
a Certified Healthcare CPD Professional 
(CHCP). She grew up working for her father 
in aviation and learned fundamental 
principles of safety and continuous 
improvement that she continues to reference 
in her work in healthcare. Jen is an advocate 
for health information security and consults 
on healthcare cyber risk management 
programs. She is a frequent contributor to 
healthcare continuing education programs 
focused on risk management issues. She is a 
member of the American Society of 
Healthcare Risk Management (ASHRM), the 

Colorado Healthcare Information and Management Systems Society, the 
Colorado Alliance for Continuing Medical Education (CACME), and the 
Colorado chapter of ASHRM, CHARM. She serves as Chair of the ASHRM 
webinars task force and is the President-Elect of CHARM. 

 
Karen Ragland is a Nationally Certified 
Counselor with an MA in Community 
Counseling. Karen has had personal 
experience with adverse outcome in surgery 
and is passionate about patient safety and 
patient-provider communication. She is 
currently working as an Independent 
Contractor for The Sullivan Group. 

 
                   PAID ADVERTISING 

still to accomplish. Future success, and even the very survival 
of healthcare organizations, will depend on the ability of 
providers to utilize effective communication to promote 
quality care, patient satisfaction, and cost savings. 
 
ASHRM, and its chapter affiliates, continue to lead the charge 
with timely and relevant education on these topics for the risk 
manager, there are a plethora of solutions in the marketplace 
to help the risk manager affect positive change within their 
organizations, and we cannot underestimate the power of 
technology in assisting our efforts – it’s a simple concept, it’s 
just not easy to accomplish. 
 

 
   Article references listed on page 30 
 
_______________________________________________ 
 

AHRMNY WEBINAR SUMMARY 
 

On February 12, 2015, AHRMNY hosted a webinar, “Ebola 
Readiness.”  The presenter of the webinar was Joseph R. Masci, 
MD, Director of Medicine, Elmhurst Hospital Center and Professor 
of Medicine, Icahn School of Medicine at Mount Sinai.  Dr. Masci 
described bats as the most likely reservoir for the Ebola virus.  
Following initial human infection through contact with an infected 
bat or other wild animal, human-to-human transmission often 
occurs and is a predominant feature of epidemics.  Dr. Masci 
described the early and progressive symptoms of the Ebola virus as 
well as supportive but aggressive clinical management of the Ebola 
virus disease (EVD).  The case-fatality rate is between 50-70% in 
the 2014 Ebola outbreak, however, the case-fatality rate is likely 
much lower with access to intensive care.  Dr. Masci then 
described how New York City Health and Hospitals Corporation 
(HHC) is preparing for Ebola virus patients. There is a Two-Stage 
Plan. The ten municipal hospitals in the system are responsible for 
identifying and isolating patients with possible Ebola infection.  
The patient is then transferred to the designated treatment hospital 
in the system which is Bellevue Hospital Center.  Dr. Masci 
highlighted that key steps involved training of key staff in rapid 
recognition and isolation of travelers from West Africa who might 
have EVD and prompt transfer to Bellevue Hospital for patients 
considered to be at risk, training of key staff in the proper putting 
on, taking off and disposal of personal protective equipment to be 
used when providing care to a patient with possible EVD and 
creation of appropriate isolation facilities in their emergency 
departments.  Staff was trained how to protect themselves.  Dr. 
Masci conveyed that the key factors in human-to-human 
transmission of Ebola are: infection is spread only by direct contact 
with body fluid containing the virus, infected persons are not 
contagious until the onset of symptoms, the infectiousness of body 
fluids increases rapidly as the patient becomes ill, infection can be 
transmitted by the body after death and no respiratory transmission 
has been demonstrated.  EVD simulation drills were held with 
“Secret Shoppers” who presented to hospital emergency 
departments with suspect Ebola symptoms without giving frontline 
staff prior notice.  Special attention was made to assessing the 
following key times: time to triage, time to isolation, time to EVD 
questioning and time to consultation with NYC Department of 
Health.  These simulation drills help HHC to continuously improve 
their processes for EVD preparedness.  The drills have to be 
conducted repeatedly in order to maintain awareness.  Dr. Masci 
also elaborated on the fact that as guidance from cooperative 
agencies such as the DOH and the CDC are constantly changing, 
and new information is being made available regarding the 
successful treatment of Ebola patients in the US, HHC continues to 
revise, refine, or completely redo their preparedness plans in an 
effort to make their patients and their staff safe. 
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Corporate Wellness Programs Face Legal Challenges Under The Americans 
with Disabilities Act (ADA) and Genetic Information Nondiscrimination Act 
(GINA) 

By Vanessa K. Manolatou 

Employer-sponsored wellness programs aim to improve and 
maintain the health of employees by promoting better health 
habits and trying to prevent illness before it occurs. In May 
2014 the U.S. Department of Health and Human Services, 
Labor Department and Treasury issued workplace wellness 
program rules, codifying pre-existing standards in the Health 
Insurance Portability and Accountability Act (“HIPPA”). 29 
C.F.R. § 2590. As defined by the rules, a wellness program is “a 
program of health promotion or disease prevention.” 29 C.F.R. 
§ 2590.702. Examples of common wellness programs include 
programs on smoking cessation, stress management, physical 
fitness, nutrition and weight control, health risk appraisals and 
annual physicals, and hypertension management. See U.S. 
Master Employee Benefits Guide, Wellness Programs, CCH-
MEBGD P 1300 (C.C.H.), 2013 WL 56467. 
 
The rules define two types of wellness programs: participatory 
wellness programs and health-contingent wellness programs. 
Participatory wellness programs are defined as programs that 
either do not provide employees rewards or do not require 
employees to satisfy a standard relating to a health factor. 
Examples of participatory wellness programs include programs 
that reimburse employees for the cost of a gym membership, 
diagnostic testing programs that provide rewards for 
participation regardless of the outcome, programs that 
reward employees for participating in a smoking cessation 
program regardless of whether the participants quit smoking, 
programs that reward employees for attending a monthly, no-
cost health education seminar, and programs that reward 
employees who complete a health risk assessment regarding  
current health status, without any further action required by 
the employee with regard to the health issues identified by the 
assessment. 29 C.F.R. § 2590.702(f)(1)(ii)(A)-(F). 
 
Health-contingent wellness programs require employees to 
satisfy a health standard in order to obtain a reward (such 
as lower health insurance premiums). The standard may 
require performing or completing an activity relating to a 
health factor. It may also call for attainment or 
maintenance of a specific health outcome. Health-
contingent wellness programs are subdivided into activity-
only wellness programs and outcome-based wellness 
programs. 29 C.F.R. § 2590.702(f)(1)(iii). Activity-only 
wellness programs require employees to perform an 
activity, such as walking, or diet and exercise, related to a 
health factor in order to obtain a reward, but do not 
obligate employees to attain or maintain a specific health 
outcome. 29 C.F.R. § 2590.702(f)(1)(iv). 
 
Outcome-based wellness programs require employees to 
attain or maintain a specific health outcome, such as not 
smoking or attaining certain results on biometric screenings, in 
order to obtain a reward. Alternatively, employees who do not 
meet the specific health outcome may obtain the reward if 
they comply with an educational program. An example of an 
outcome-based wellness program is a biometric screening 
that tests employees for specified medical conditions or risk 
factors, such as high cholesterol or high blood pressure, and 

provides a reward to individuals identified as within a normal 
or healthy range for these medical conditions or risk factors, 
while requiring individuals who are identified as outside the 
normal or healthy range (or at risk) to take additional steps, 
such adhering to a health improvement action plan or 
complying with a walking or exercise program, to obtain the 
same reward. 29 C.F.R. § 2590.702(f)(1)(v). 
 
Corporate wellness programs that encourage healthier 
habits have proliferated in recent years as employers look 
for new ways to manage health care costs. In a survey 
published by the International Foundation of Employee 
Benefit Plans, 38% of employers reported that, because of 
health care reform, they are expanding the use of financial 
incentives to encourage healthy behaviors. New Survey 
Examines Employer Reactions to Health Care Reform One 
Year Later, www.ifebp.org. Wellness programs, encouraged 
under President Barack Obama's healthcare law, the 
Affordable Care Act (ACA), promise to improve 
productivity, cut absenteeism, and reduce medical costs.  
Wellness programs that have required employee 
participation and penalized employees for refusing to 
participate, however, have faced recent challenges. In the 
last six months alone, the U.S. Equal Employment 
Opportunity Commission (EEOC), the federal agency 
responsible for enforcing federal laws prohibiting 
employment discrimination, brought three lawsuits 
challenging corporate wellness programs under the 
Americans with Disabilities Act (ADA) and the Genetic 
Information Nondiscrimination Act (GINA).  
 
The ADA prohibits medical examinations and disability-
related inquiries that are not job-related and consistent 
with business necessity, defenses under the ADA. 42 U.S.C. 
§ 12112. “A covered entity may conduct voluntary 
medical examinations, including voluntary medical 
histories, which are part of an employee health program 
available to employees at that work site. A covered entity 
may make inquiries into the ability of an employee to 
perform job-related functions.” 42 U.S.C. § 12112. 
According to the EEOC’s lawsuits, the defendant-
employers have implemented involuntary corporate 
wellness programs that violate the ADA and GINA. 
 
Consistent with the ADA, California also allows for wellness 
programs, so long as they are voluntary: 
 

Voluntary Wellness Program. As part of a voluntary wellness 
program, employers may conduct voluntary medical 
examinations and activities, including taking voluntary medical 
histories, without having to show that they are job-related and 
consistent with business necessity, as long as any medical 
records acquired as part of the wellness program are kept 
confidential and separate from personnel records. These 
programs often include blood pressure screening, cholesterol 
testing, glaucoma testing, and cancer detection screening. 
Employees may be asked disability-related questions and may 
be given medical examinations pursuant to such voluntary 
wellness programs. A wellness program is voluntary as long as 
an employer neither requires participation nor penalizes 
employees who do not participate. 
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Cal. Code Regs. tit. 2, § 11071(C) 
 
On August 20, 2014, the EEOC filed a lawsuit (EEOC v. Orion 
Energy Systems, Civil Action 1:14-cv-1019) in U.S. District Court 
for the Eastern District of Wisconsin, Green Bay Division, 
claiming that Orion Energy Systems (Orion) violated the ADA 
by requiring an employee to submit to medical examinations 
and posed disability-related inquiries that were not job-related 
as part of its "wellness program," which was not voluntary, and 
then by firing the employee when she objected to the 
program. When employee, Wendy Schobert, declined to 
participate in the program, Orion shifted responsibility for 
payment of the entire premium for her employee health 
benefits from Orion to Schobert.  Shortly thereafter, Orion fired 
Schobert. The EEOC maintains that Orion’s wellness program 
violated the ADA as it was applied to Schobert, and that Orion 
retaliated against Schobert because of her good-faith 
objections to the wellness program. The EEOC further asserts 
that Orion interfered with Schobert's exercise of her federally-
protected right to not be subjected to unlawful medical 
exams and disability-related inquiries. 
 
Orion answered the complaint, admitting that it implemented 
a wellness program and that, as part of the program, 
employees were required to complete a health risk assessment 
which included a fitness component. Orion further admitted 
that the wellness program included disability-related inquiries, 
but denied that it required Schobert to participate in those 
inquiries. According to Orion, Schobert was required to pay 
the entire cost of the health insurance premium if she wanted 
insurance benefits from the company health insurance plan 
based on her non-participation in the wellness program, but 
Orion denied that it would have covered the entire amount of 
her health care costs had she chosen to participate in the 
program. Orion also admitted that Schobert was required to 
pay an additional monthly fee for failing to partake in the 
fitness component of the wellness program but denies that the 
fee was a penalty. Orion further denied terminating Schobert 
because she objected to and declined to participate in the 
wellness program. In defense of the EEOC’s claims, Orion 
raised certain affirmative defenses, including Schobert’s failure 
to state a claim upon which relief can be granted, her failure 
to mitigate damages, that the medical examinations and 
inquiries were voluntary, and that the laches doctrine may bar 
the claims. The case remains pending in litigation in federal 
court. 
 
A majority of employers now offer some sort of wellness 
program – 94 percent of employers with over 200 workers, and 
63 percent of smaller ones, according to Karen Pollitz of the 
Kaiser Family Foundation, which researches issues relating to 
health care.  http://www.eeoc.gov/eeoc/newsroom/release/8-20-14.cfm   
"Employers certainly may have voluntary wellness programs – 
there's no dispute about that – and many see such programs 
as a positive development," said John Hendrickson, regional 
attorney for the EEOC Chicago district.  "But they have to 
actually be voluntary.  They can't compel participation by 
imposing enormous penalties such as shifting 100 percent of 
the premium cost for health benefits onto the back of the 
employee or by just firing the employee who chooses not to 
participate.  Having to choose between responding to 
medical exams and inquiries – which are not job-related – in a 
wellness program, on the one hand, or being fired, on the 
other hand, is no choice at all."   
 
The EEOC’s second suit came on September 30, 2014, when it 
sued a Wisconsin manufacturer in the United States District 
Court for the Western District of Wisconsin (EEOC v.  

Flambeau, Inc., Civil Action 3:14-cv-00638). According to 
the complaint, Flambeau required its employees to submit 
to biometric testing and health risk assessment or pay the 
full premium in order to stay covered under the company’s 
health insurance and face unspecified “disciplinary action.” 
When the employee did not complete the biometric testing 
and health risk assessment, the company cancelled his 
medical insurance and subjected him to a financial penalty 
of having to pay the entire insurance premium to obtain 
reinstated coverage. On the other hand, the employees 
who completed the biometric testing and medical inquiries 
were not subject to the penalty. 
 
The complaint contends that these requirements were 
“disability-related inquiries and medical examinations” that 
were not job-related and consistent with business necessity, 
defenses under the ADA.  Moreover, the EEOC claims that the 
medical examinations and inquiries were not voluntary and 
therefore not permitted by the ADA. The EEOC seeks an 
injunction enjoining Flambeau from requiring employees to 
undergo medical examinations or answer unlawful disability-
related inquiries. 
 
Flambeau answered the complaint, denying that the biometric 
testing and a health risk assessment of its wellness program were 
mandatory. Flambeau further denied that its biometric testing 
and health risk assessment included disability-related inquiries 
and medical examinations within the meaning of the ADA and 
that they were not job-related and consistent with business 
necessity. Flambeau admitted that the employee on whose 
behalf the EEOC brought the lawsuit did not complete the 
biometric testing and health risk assessment and further 
admitted that, had he completed the testing and assessment, 
Flambeau would have paid a significant amount of the health 
care insurance premiums he owed beginning in January 2012. 
Flambeau denied that, because the employee did not 
complete the testing and assessment, he was required, as a 
penalty, to pay the entire premium cost. Flambeau denied 
subjecting its employees to termination of their health insurance 
and a financial penalty of having to pay the entire premium 
cost to reinstate coverage for not completing the medical 
examinations and inquiries, and denied telling employees that 
participation in the examinations and inquiries was mandatory 
or that failing to participate would result in “disciplinary action.” 
The case remains pending in litigation in federal court, and the 
court has set a schedule of dates and deadlines, including trial, 
which is set to begin on February 1, 2016. 
 
On October 30, 2014, the EEOC sued Honeywell International 
Inc. (Honeywell), in Minnesota to stop the company from 
imposing penalties on employees who refuse to undergo 
testing under its corporate wellness program (EEOC v. 
Honeywell International, Inc., Civil Action 0: 14-cv-04517-ADM-
TNL). Honeywell had informed its employees that biometric 
testing, which was to occur from October 22 through 31, 2014, 
would screen employees and their spouses for blood pressure, 
cholesterol, glucose, and height, weight and waist 
circumference (BMI). According to the EEOC’s petition for a 
temporary restraining order and permanent injunction, 
Honeywell employees could be penalized up to $4,000 each, 
through surcharges and lost contributions to health plans, if 
they or their spouses do not comply with the biometric testing. 
The EEOC claims that Honeywell's biometric testing is not job-
related or consistent with a business necessary, is not 
voluntary, and, thus, violates the ADA. 
 
The petition further contends that Honeywell is offering an 
inducement within the meaning of GINA to obtain medical 
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information of its employees’ spouses and medical 
information relating to manifested conditions of spouses, 
i.e., genetic information under GINA. The EEOC claims that, 
by imposing penalties and taking away incentives upon 
employees whose spouses fail to undergo the medical 
testing, Honeywell is violating GINA. The EEOC sought a 
temporary restraining order and preliminary injunction 
enjoining Honeywell from imposing penalties on any 
employee who declines to participate in Honeywell’s 
biometric testing and from imposing any penalty or cost 
upon an employee whose spouse has not participated in 
the testing. 
 
Honeywell opposed the EEOC’s motion for a temporary 
restraining order and preliminary injunction on the grounds 
that the EEOC could not prove irreparable harm, a likelihood 
of success on the merits, that the balance of harm favors an 
injunction, or that the public interest favors an injunction, the 
requirements warranting a temporary restraining order. 
Honeywell explained in its opposition papers that its 
employees are not required to complete the biometric 
screening to obtain health coverage nor are they disciplined 
or terminated for declining to participate. Honeywell agreed 
that, for any employee who declined to participate in the 
biometric screening, the employee would be charged a 
monthly pre-tax wage deduction commencing January 2015. 
Honeywell explained that, assuming the EEOC prevails on its 
claims, a monetary damage award would fully refund any 
surcharges, rendering injunctive relief inappropriate. 
Honeywell further argued that the EEOC would not prevail 
on the merits of its claims because its wellness program, 
even with its surcharges, is lawful under the ADA insurance 
safe harbor provision. Honeywell argued that its wellness 
program is voluntary inasmuch as participating employees 
are economically incentivized through surcharges, and 
non-participating employees, while they must pay more for 
their health care coverage, can nevertheless decline to 
participate. With respect to EEOC’s claim that the wellness 
program violated GINA, Honeywell disputed the argument, 
explaining that its biometric screening does not constitute a 
genetic test and does not reveal any genetic information 
about an employee. Honeywell further explained that it 
does not have access to the screening results. 
 
Honeywell requested the court deny the EEOC’s request for a 
temporary restraining order and preliminary injunction on the 
grounds that such injunctive relief would harm Honeywell. 
According to Honeywell, if the court granted the requested 
injunctive relief, Honeywell would be required to rewrite its 
2015 benefit plan. Honeywell surmised that employees would 
choose not to undergo the biometric screening because of 
the lack of surcharges and, thus, would, according to 
Honeywell, lose their ability to make a different health plan 
during 2015. Such employees would also subsequently incur 
the surcharges in the event that Honeywell later prevails 
against the EEOC’s claims. Significantly, Honeywell informed 
the court that, if it is unable to collect the expected biometric 
surcharges, “the cost for coverage for all employees would 
rise to make up the difference, thereby causing direct harm to 
the tens of thousands of Honeywell employees who choose to 
live a healthier lifestyle.” Finally, referencing the Health 
Information Portability and Accountability Act (HIPPA) and the 
ACA, Honeywell argued that the public interest encourages 
and endorses steps to incentivize employees to participate in 
wellness programs in order to improve their health. 
 

On November 3, 2014, the court heard oral argument on 
the EEOC’s motion for a preliminary injunction and denied 
the motion. The court found that the EEOC could not establish 
the threat of irreparable harm because each of the Honeywell 
employees who filed a complaint with the EEOC had already 
submitted to biometric testing for the 2015 calendar year and 
therefore did not face an actual threat of injury. Moreover, the 
court found that, even if the EEOC had filed for injunctive relief 
on behalf of employees who had not yet submitted to 
biometric testing, the EEOC failed to demonstrate that the 
testing jeopardized any employee’s right to privacy in their 
health information. The court agreed with Honeywell that, 
even if the EEOC prevails on the merits of its claims, any 
damage suffered alleged by Honeywell employees could be 
cured through monetary damages. Given that Honeywell 
employees had an adequate remedy at law, the court 
determined that injunctive relief was unwarranted. 
 
Continuing to assess the factors relevant to the granting of an 
injunction, the court balanced the harm the injunction would 
cause to Honeywell against the harm alleged by the charging 
employees and determined that, because the EEOC had not 
shown that Honeywell employees would face irreparable 
harm and due to the injury that Honeywell claimed it would 
suffer with a grant of the injunction, the balance of harm 
weighed in favor of Honeywell. The court decided that the 
two remaining factors – the likelihood of success on the merits 
and the public interest – did not weigh heavily in favor of 
either party. Notably, the court recognized the “great 
uncertainty” as to how the ACA, ADA, and other federal 
statutes such as GINA are intended to interact. “Recent 
lawsuits filed by the EEOC highlight the tension between the 
ACA and the ADA and signal the necessity for clarity in the 
law so that corporations are able to design lawful wellness 
programs and also to ensure that employees are aware of 
their rights under the law.” November 6, 2014, order, citing 
EEOC v. Orion Energy Systems, Inc., Case No. 14-cv-1019 (E.D. 
Wis. filed Aug. 20, 2014), and EEOC v. Flambeau, Inc., Case 
No. 14-cv-00638 (W.D. Wis. filed Sept. 30, 2014). 
 
A survey by the National Business Group on Health found that 
95 percent of employers offer a health risk assessment, 
biometric screening or other wellness program in 2014. About 
three-quarters of employers use incentives to engage 
employees in these programs, according to the organization, 
which seeks to represent large employer views on health 
policy. Given the recent litigation by the EEOC and the 
growing rate of wellness programs across the country, 
employers would do well to review their wellness programs 
and continue to train managers on federal and state anti-
discrimination laws.  
____________________________________________________________ 
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the areas of Employment Practices Liability, 
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General and Products Liability defense litigation. 
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range of employment litigation matters under 

state and federal laws, including issues related to discrimination, harassment, 
retaliation, wrongful termination, breach of contract, wage and hour, and unfair 
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malpractice, professional, general, and products liability litigation. 
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    R i s k y  B u s i n e s s  
“When Common Sense is Uncommon” 

    By Pamela Monastero, MBA 

Close call identification 
 
Patient safety literature and The Joint Commission1 (TJC) discuss 
the importance and necessity of close call reporting (or near miss 
reporting) as providing the foundation for patient safety in learning 
organizations or high reliability organizations. Robust close call 
reporting is indicative of an environment where staff  have faith 
and trust in the reporting process, and in their respective facility, to 
identify potential patient safety issues without fear of reprisal and 
have comfort in the knowledge that what they identified will be 
remedied.    
 
Patient safety is defined as the prevention of errors and adverse 
effects to patients that are associated with health care. As defined 
by TJC, “patient safety systems include a culture of safety, 
validation of methods to improve processes and systems, 
standardized ways for interdisciplinary teams to communicate and 
collaborate and safely integrated technologies. A fundamental step 
to achieving and sustaining patient safety improvements is to 
become a learning organization (one in which people continuously 
learn and thereby enhance their capabilities to create and innovate). 
Learning organizations view all patient safety events, even minor 
events, as opportunities for learning and improvement and have 
adopted a transparent, non-punitive approach to reporting to enable 
the organization to learn from patient safety events.  In order to 
become a learning organization, leaders establish the foundation for 
an effective patient safety system by: (a) promoting learning; (b) 
motivating staff to uphold a fair and just safety culture; (c) 
providing a transparent environment in which quality measures and 
patient harms are freely shared with staff; (d) modeling 
professional behavior; (e) removing intimidating behavior that 
might prevent safe behaviors; and (f) providing the resources and 
training necessary to take on improvement initiatives. These must 
be continuously supported and encouraged by leadership and 
information (problems identified, solutions and sustainable results 
and changes) and lessons learned shared across the organization. 
Leadership’s role is to hold staff accountable for behaviors that 
inhibit patient safety reporting and undermine the culture of trust 
necessary to become a learning organization. A safety culture 
operates effectively when the hospital fosters a cycle of trust, 
reporting and improvement.”1 
 
“Quality and safety are inextricably linked.  Components of a 
quality management system include ensuring reliable processes, 
decreasing variation and waste, focusing on achieving better 
outcomes and using evidence to ensure that a service is satisfactory. 
An integrated approach to patient safety includes both a pro-active 
approach (solving problems before patients are harm, e.g. investigation 
of ‘near miss’ or close calls) and a reactive approach (solving 
problems to prevent the recurrence of events that have already 
caused patient harm)--regardless of how minor the event is.” 1 

 

By way of background, our facility had an anonymous telephone 
hotline in place since 2005 that permitted staff to report near miss 
events. Staff also had the option to identify themselves on the hotline. 
The hotline was locally known as “OOPS” and we had experienced   

a decrease in report volume from 2009 to 2013. We speculated that 
the decrease in reporting could have been caused by inconsistent 
education about the hotline, clarity regarding definitions and the 
near miss/patient safety connection, staff concerns about the 
anonymity of the hotline and the system’s inability to provide staff 
with individualized feedback about their reported concerns 
(because these were reported anonymously). The decrease in 
reporting provided the impetus to review the program and identify 
opportunities for improvement.  In addition, we noted that results of 
a recent staff patient safety culture survey identified a strong staff 
desire to receive more information and feedback on patient safety 
initiatives at the facility.   
 
With the recognition that near miss reporting is largely dependent 
on the willingness of front–line staff to report, it was time to take 
action and CCI was born!  CCI is the acronym for our facility’s 
near miss reporting mechanism, Close Call Identification. Over the 
course of the summer and early fall of 2014, significant pre-work 
was accomplished prior to undertaking a re-engineering and re-
branding of the near miss (OOPS) program: 
 
1. A patient safety literature search was done to review 

recommended best practices for near miss reporting, pitfalls to 
avoid and barriers to reporting; 

2. A thorough stakeholder mapping was performed to identify who 
needed to be influenced among all levels of staff; 

3. Engagement of executive and other senior leadership to garner 
support and resources;  

4. Identification of potential speed bumps; 

5. Visits to other facilities to observe their near miss reporting 
programs; 

6. Identification of a core group to participate in the LEAN2 A3 
review (a tool used to assess processes in their initial state 
(where we are), identify the target state (where we want to be), 
prepare a gap analysis to identify the difference between the 
two and develop action plans and solutions to get to the target 
state, and plans for maintaining the confirmed state. 

 
The LEAN A3 event took place over three half days in October and 
consisted of a multidisciplinary group comprised of over twenty 
senior staff and middle managers, each participating one half day. 
The predominant theme that permeated the discussion and took 
precedence in terms of prioritizing the project: barriers to reporting, 
with fear of reprisal being the most critical factor in establishing a 
new near miss reporting mechanism. This observation echoed what 
is memorialized in the literature: staff fear of punitive action as a 
result of reporting, staff fear of gaining additional work from 
reporting and any resultant ‘fixes,’ perception that reporters are 
“rocking the boat” and disrupting the status quo with the result that 
reporters will be viewed unfavorably by peers and supervisors for 
reporting near misses.3,4,5,6,7 The A3 team collectively decided that a 
delayed roll-out of any near miss reporting program was indicated 
because we needed to focus on getting the message right—we 
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   recognized that we would only have one shot at positive messaging 
to earn and maintain the trust of our staff. 
 
After a literature review of barriers to near miss reporting,3,4,5,6,7 the 
A3 team created the following plan:  
 
1. Reporting Methodology:  we explored use of an established 

patient safety near miss reporting database, developing a home-
grown database, using a hard copy form and the pros and cons 
of the existing hotline. To gain additional insights, we also 
connected with a patient safety organization (PSO) that had an 
established and well respected database in place for several 
years. After much discussion, we opted to adopt and customize 
a database created by a sister facility—this database is 
anonymous, simple to use and provides feedback to the reporter.   

2. Database: the database contains only six fields, none of which 
are mandatory: (a) if the reporter is anonymous or wishes to 
identify themselves; (b) patient name; (c) medical record 
number (or staff may report a system or process issue not tied to 
a particular patient); (d) issue type (drop down menu); (e) the 
reporter’s concern; and (f) the reporter’s recommendation or 
suggestion for addressing or ‘fixing’ the concern cited. The 
option of providing the reporter with the opportunity to provide 
recommendations is an important option because it allows the 
staff closest to the process to identify potential solutions. 

3. Plan B:  we also elected to develop a hard copy report form for 
staff that are uncomfortable reporting on line and for staff 
without access to hospital computers. The hard copy form 
mimics the database information.  Drop boxes were installed in 
various locations throughout the facility for staff to deposit the 
forms or forms can be sent via interoffice mail to the Patient 
Safety Office. 

4. Feedback:  it was critical to provide timely acknowledgement of 
the CCI report and feedback to reporters regarding their 
concerns and recommendations. We developed a random 
identification number (computer generated and also printed on 
the form) so that staff could follow-up on their reports on the 
database. Feedback is usually provided immediately, with some 
events taking additional time for investigation and resolution. 

5. Pilot: we conducted a soft roll-out of the database on November 
24th to a group of about 40 multidisciplinary front line staff.  In 
addition to a demonstration of the database and review of the 
hard copy form, we surveyed the participants. The survey tool 
collected staff demographic information and queried the 
following:  (a) staff opinions about the database and hard copy 
form; (b) solicited comments to assist us with the re-branding 
initiative, imagery, etc.; (c) staff comfort level with the 
anonymity of the process; (d) whether staff were likely to report 
close calls and encourage colleagues to do so; and (e) what staff 
see as the top patient safety issues at the organization (what 
keeps them up at night and what they would ‘fix’ if they were in 
charge). Data from the pilot and survey was analyzed and used 
to refine the database (e.g. adding a drop down menu for 
“issue” categories) prior to the official roll-out.   In addition to 
the pilot, we asked our A3 team and other leaders to identify 
patient safety champions and ‘early adopters’ among their staff 
that could spread a positive message about CCI to colleagues. 

 
6. Roll-out:  the official CCI roll-out was on December 1st and the 

OOPS hotline (which was disconnected on December 31st) was 
re-branded as Close Call Identification. 

7. Education: we conducted extensive staff education to ensure 
staff comfort with the anonymity of reporting. A formal, 
mandatory education and post-test were also created as phase 
two of the education. Phase three plans include more in-depth 
education to obtain CME and CNE credit for near miss 
reporting as it relates to current patient safety literature.  More 
importantly, this education serves to provide clarity to staff to 
connect how close call reporting serves to reduce incidents and 
patient harm. 

8. Re-branding:  imagery was created to help re-brand OOPS to 
CCI:  a colorful and striking inverted pyramid was used to 
identify the relationship between close calls, incidents without 
injury and incidents with injury. The patient safety pyramid is 

 

 the image used to identify the CCI program and it is 
prominently displayed on the website, hard copy form, posters 
(which are currently in progress) and database icon ‘button’ 
(which was installed on all hospital and off-site computers). 
Safety pyramid images8 are used in many industries nationwide 
and serve to easily connect the reader and the message. Safety 
pyramid images are commonly used in the industrial sector, e.g. 
construction industry, to depict the relationship between 
potential incidents, accidents and serious incidents. Safety 
pyramids are rooted in what is known as Heinrich’s Law,9  
which maintains that for every accident that causes a major 
injury, there are 29 accidents that cause minor injuries and 300 
accidents that cause no injuries. Because many accidents share 
common roots causes, identifying and addressing more 
commonplace accidents where there are no injuries helps to 
prevent accidents with injuries. It is claimed that Heinrich’s 
work is the basis of behavior-based safety, which maintains that 
95% of all workplace accidents are caused by unsafe acts. 

9. Energizing: to jump start the CCI initiative, a slogan and logo 
contest was held and the response was overwhelming, with over 
seventy submissions from frontline staff and managers. We 
utilized LEAN multi-voting for the selection process due to the 
large number of submissions. Three winners were awarded 
prizes and their submissions were incorporated into the website 
and reporting form. 

 
10. Messaging: a quarterly Patient Safety Newsletter was created 

which includes information from current patient safety 
literature, games (e.g. word scrambles, crosswords, etc.) and 
future editions will include excerpts written by staff about their 
close calls because peer-to-peer experiences better connect with 
staff than literature regurgitation. Quantification of CCI reports 
and patient safety initiatives taken as a result of these reports 
will be announced and celebrated in the newsletter, as well as 
on a revamped and revitalized patient safety webpage. In 
addition to what is described above, CCI has been incorporated in 

INCIDENT  
(NO INJURY) 

INJURY 
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 new employee orientation, executive walk-arounds, patient 
tracers, is discussed monthly at Medical-Legal Grand Rounds and 
is presented quarterly at the hospital’s leadership meeting. In May 
2015, we ordered lapel pins (in the shape of the CCI Safety 
Pyramid) for staff.  

11. Incentives:  reporting incentives are currently being explored, 
with ideas such as establishing a ‘catch of the month’ award, 
competitive games among departments and nursing units, 
among others.  We continue to be challenged by the logistics of 
recognizing and awarding anonymous reporters—our hope is 
that staff will come to trust the CCI reporting system, recognize 
that there are no punitive aspects to reporting and identify 
themselves so they can be recognized and commended for their 
reports and suggestions. 

12. Other thoughts: we are re-invigorating our patient safety 
webpage and are planning various workshops and patient safety 
events throughout the year to maintain energy and enthusiasm 
around CCI and patient safety to front-line staff.  Another pilot 
is scheduled for the first quarter of 2015 to revisit the program 
and we will make any adjustments as necessary. We are 
considering installing a computer kiosk for staff that do not 
have computer privileges at the facility. We will review the 
feasibility of reinstating a hotline later in the year—such a 
mechanism would require automated prompts and permit staff 
to create individualized reference numbers in order to obtain 
feedback on their report.  

  
Following implementation of the A3 recommendations, team 
members were elected to become standing members of the CCI 
Steering Committee to assist in growing and sustaining the program. 
There are four very senior executives on the Steering Committee and 
the Senior Vice President serves as the executive sponsor.  
 
In terms of reporting metrics, we met our annual target reporting 
number within ten weeks of the November 24th soft roll-out.  
While the Steering Committee recognizes that reporting is 
generally robust during the initial stages and education around any 
new initiative, we remain hopeful that through consistent and 
positive education and messaging, reporting will remain strong for 
years to come and that our staff will feel enthusiastic about CCI.   
 

Insights and Lessons Learned 

1. The extensive pre-work, stakeholder mapping and solicitation 
of senior staff support was essential to the success of the 
program.  

2. Multidisciplinary buy-in and input into the project was 
necessary for successful implementation and is crucial for 
future program sustainment. Staff engagement at all levels was 
essential for the well-received roll-out. Thorough and 
thoughtful stakeholder mapping was the key component in 
establishing the A3 team and Steering Committee. 

3. Although front-line staff were involved in the pre-work, we 
should have included them in the A3 event and Steering Committee 
as participants so that they could be part of the planning and 
implementation process. We recognized this early enough in the 
implementation phase and countered with an extensive pilot 
group and solicited front-line staff to participate in CCI 
activities such as the Patient Safety Newsletter, slogan/logo 
contest and welcoming front-line staff to participate in Steering 
Committee meetings and activities. 

4. Another unanticipated benefit of the multidisciplinary team 
approach arose because the senior leader of our human 
resources department was an active member of the team. At his 
suggestion, in January 2015 we presented the CCI program to 
the labor management team, which included leadership from 
various labor unions at our facility. The program was well 
received and we requested their assistance in partnering with us 
for patient safety.  Plans are underway to meet with this group 
periodically, provide updates and solicit their thoughts and 
input.  They were amenable to spreading the word about patient 
safety to their constituents.     

Reflecting back on the CCI experience, I was surprised by two 
insights in particular. First, it is fascinating that there was almost a 
unilateral consensus among the three independent, 
multidisciplinary groups (the A3 team) who met separately for 
three half-day events. They agreed on the reason for action, initial 
state, target state, gap analysis and solution approach--I actually 
expected less conformity, given the diversity of the group. Second, 
I came into the A3 believing that the major issue would be 
reporting incentives. Early in the A3 process it became blatantly 
obvious that the focus had to be on barriers to reporting and 
positive/consistent messaging about CCI from leadership. 
 
In terms of follow-up and data aggregation, this is a joint effort 
between the patient safety office and the risk management 
department. We meet frequently to discuss report volume, content, 
status and progress of reports. Data from the CCI program will be 
incorporated with other patient safety reported data, disseminated 
to appropriate committees and through the performance 
improvement structure to address systems issues identified.    
 
In conclusion, the CCI program: (a) provides a standardized 
mechanism for hospital-wide reporting of information related to 
medical and environmental close calls; (b) supports patient safety 
and a learning organization; (c) provides anonymity and confidentiality 
and fosters a non-punitive reporting environment; and, most 
importantly, (d) CCI is a positive, pro-active mechanism to 
empower staff to identify potential problems and encourages the 
recommendation of solutions.   
 
 

Article references listed on page 30 

Dear Risk Manager:  

This column, which will appear regularly in 
the AHRMNY Risk Management Quarterly 
Journal (RMQ), is designed to support both 
the novice and seasoned risk manager by 
presenting brief pearls of wisdom based on 
the experiences of our colleagues. This 
column is based on the contributions of our 
constituent members, to whom we are 
grateful for sharing their experiences. We 
continue to encourage our members to submit 
their experiences anonymously for inclusion 
in this column. Please e-mail any suggestions 
to pamela.monastero@nychhc.org or mail to 
AHRMNY utilizing the RISKY BUSINESS form. 
The form permits confidentiality. 



 12    The Risk Management Quarterly 

 

   A Dash of Risk Management for Technology Contracts 

By Paul Gillan 

It is difficult these days to pick up a trade journal and not read 
about technology-related disasters, from the colossal Anthem 
breach,1 to the largely disastrous first rollout of  healthcare.gov,2 
to surveys indicating that three quarters of all electronic 
medical record (EMR) implementations ultimately fail to meet 
practice needs.3 As information technology (IT) evolves into a 
powerful resource that integrates with – and in some cases 
wholly subsumes – the business processes it supports, the risk 
that a technology incident will have an immediate and wide-
ranging negative business impact is big and getting bigger.  
 
At the same time, health care entities are increasingly turning 
to outside vendors for services that are at once more complex 
and more critical to the organizations’ operations. A recent 
survey by nonprofit HIMSS Analytics4 included these interesting 
statistics about one particular kind of technology 
arrangement, cloud services: 
 A full 82 percent of health care organizations responded 

that they currently use cloud services 
 An additional 9 percent plan to use cloud in the future 
 Of those already using cloud, about 44 percent cited 

hosting clinical applications and data.  

In a cloud arrangement, the business data and the individuals 
responsible for delivering services under the arrangement may 
be located in different states or reside halfway around the 
globe from each other. But even when technology vendors 
are close to home, the involvement of a third party in critical 
business functions can increase the probability of risk and 
hamper an organization’s ability to manage it.  
 
The Task of the Risk Manager 
 
The construct described above puts core health care 
functions – and the risks related to those functions – into an 
area where risk managers are often unwilling to boldly tread. A 
risk management department long accustomed to identifying 
patient safety and clinical malpractice issues may find itself on 
less certain footing when wrestling with complex technologies. 
 
To make matters worse, chief information officers (CIOs) as a 
group tend to be more tolerant of risk than many executives. 
The careful assessment, analysis and mitigation that define the 
culture of risk management often clash with the desire of CIOs 
and their direct reports to move quickly, nimbly and decisively. 
Yet risk managers must indeed tread boldly into the technology 
space. Fundamentally, a risk manager identifies and prioritizes 
risks to the enterprise, then manages the deployment of 
resources in mitigation of the risks for maximum effectiveness.  
The increasing probability of technology-related mishaps and 
the increasing severity of the impact of such mishaps demand 
purposeful action from risk managers.  A risk management 
program that does not keep a weather eye on technology 
contracting is inviting trouble, if not outright disaster.  
 
So how does a risk manager make inroads into this critical 
area?  Here are some practical approaches. 
 
Practical Approaches 

Timing is everything. Contract negotiations require a certain 
dynamic. The primary goal of negotiation is to agree on as 

many aspects of an arrangement as possible and commit the 
agreed terms to paper. “Progress” is measured by the 
accumulation of agreed terms and the elimination of terms 
that have not yet been discussed or on which there is 
disagreement. The advice of a risk manager if provided too 
late in the contracting process can disrupt the dynamic by 
creating new issues on which there is disagreement. In effect, 
late advice takes the negotiation process backwards, and will 
be less well received and more likely to be dismissed than the 
exact same advice provided earlier. 
 
Getting ahead of the negotiation cycle can be easier with a 
disciplined contracting process that includes formal requests 
for information and requests for proposals. Risk management 
should always review and provide critical input for these 
business documents. It is much harder, of course, when vendor 
selection and contract negotiation is informal. The willingness 
of business executives to include risk management may vary 
from one executive to another, subject to individual 
preferences. 
 
Regardless of how formal your vendor selection process is, clear 
communication between IT and risk management is critical. 
CIOs may warm to the idea of a smoother contracting process 
when risk management is engaged earlier, avoiding the 
disruptions that can arise from late identification of risk issues. 
 
Raise the standard. Before a RFI or RFP goes out the door, risk 
management can gain traction with executives by 
developing and requiring inclusion of a standard set of clauses 
or terms. Using industry research and input from legal advisers, 
standard terms can be tied to the enterprise risk profile as a 
mitigation effort that lowers the organization’s overall risk.   
 
Standard terms could include any or all of the following types 
of clauses: 

 Minimum insurance requirements based on the type of 
product or service provided by the vendor 

 General statements of compliance with all applicable 
laws 

 Compliance with industry standards (The applicable 
standards will depend on the type of service or product 
provided by the technology vendor. In health care, 
compliance with HIPAA should be a foregone conclusion. 
HL75 may be appropriate where electronic health 
information is involved. If infrastructure or IT services are 
outsourced, COBIT6 may be a desired standard set. NIST7 
standards, while technically developed for government 
agencies, are often referenced in nongovernment 
technology contracts. If the services involve electronic 
payment transactions, PCI standards should be 
referenced. There are also “conglomerate” standards 
such as HITRUST’s “Common Security Framework,” which 
seeks to normalize standards among many different 
sources (including some described in this paragraph).8) 

 Minimum acceptable information security requirements 
 Audit and oversight, including first party (by the customer) 

and third party (by third party auditors) 
 Hardware and software warranties, including warranties 

against malicious code 
 Ownership of deliverables; ownership of data. 
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   It is beyond the scope of this article to discuss standard clauses 
in detail. Suffice it to say, with combined input from 
information security and legal resources, standard terms are 
an easy way to help ensure that risk management’s objectives 
are part of the contract discussion – and provide leverage for 
risk managers to ensure that they are part of the negotiation if 
the terms are contested. 
 
Perhaps most importantly, using standard terms transforms the 
message of the risk manager from “no” to “not unless.”  It is a 
subtle shift, but one that can have an important effect on how 
the risk manager is perceived by business managers.   
 
Size doesn’t matter. (Really!) It is common for organizations to 
have a dollar-value component to risk assessment for contracts. 
Often, small-dollar-value contracts do not require a formal 
market assessment and vendor selection process, are not 
subject to extensive contract negotiations, and are signed by 
managers and directors without higher-level executive review. 
 
Technology contracts tend to upend this paradigm. Even 
contracts of less than $20,000 in aggregate value can involve 
access to systems that are critical to business operations or 
data that if compromised could prove a huge liability to the 
organization. So while dollar value continues to have a place 
in risk assessment, it should be a second-pass question. Does 
the contract involve critical systems or sensitive information? If 
so, rigorous review is demanded regardless of the dollar value. 
Only if the answer is “no” should contracts be stratified by 
dollar value. 
 
Look for “project risk.” Although technology contracts are 
primarily about licensing and support, they often contain a 
very sizable professional services component. Professional 
services can include assistance with installation and 
configuration or they could be more complicated, such as 
designing and delivering custom programming. This becomes, 
in effect, a “project within a project.” Regardless of the scope, 
the professional component of the contract should be 
assessed for project risk, just as one would for any other 
project.  At a minimum, this includes assessing executive 
support, project scope, resources, costs, requirements and 
compliance risks.  
 
Contract Terms 
 
Nearly all technology contracts have certain provisions that 
will affect the risk profile of the organization. The three most 
prominent provisions center on indemnification, insurance and 
limitations of liability. These sections must be read together to 
understand the complete potential for exposure to the 
organization under the contract.  
 
Indemnification. The most complicated provision from a risk 
standpoint is indemnification. When an organization indemnifies a 
vendor, it is agreeing to protect the vendor from claims by third 
parties for which the organization would not otherwise have clear 
liability. A common approach to indemnification provisions is to 
ensure that the scope is mutual and equal, which could be a 
mistake. In a vendor-customer relationship, the potential risk 
exposure from third-party claims is almost never identical. 
Moreover, where the organization is primarily a passive 
recipient of services, there is little need for the organization to 
indemnify the vendor. 
 
Insurance. Some organizations with a mature risk management 
process have developed a series of insurance schedules 
specifying required coverages based on the type of 

product or service provided under the contract. Insurance is a 
good mechanism for mitigating risk in small to mid-size vendors 
where the potential liability exposure exceeds the net worth of 
the organization. Larger organizations may “self-insure” for 
general liability, but should still be required to meet statutory 
obligations for workers’ compensation and disability. 
 
A relatively new offering getting a lot of attention these days is 
“cybersecurity” insurance. This can be useful, but organizations 
should thoroughly describe the risks they want covered by the 
cybersecurity insurance. For example, not all policies labeled 
“cybersecurity” include coverage for identity theft prevention 
services. This can be a large component of the potential 
liability following a security breach, as we saw quite clearly in 
the recent Anthem breach. 
 
Limits of liability. Technology contracts routinely attempt to 
limit the vendor’s financial exposure to the amount of fees 
received over a one- or two-year period, or to a multiple of 
fees received over a specific period. The prevalence of this 
type of limitation owes primarily to the scalability of software – 
a multibillion-dollar organization could license software, 
deploy it broadly across the company’s operations, encounter 
a small problem and seek damages amounting to several 
thousand times the software vendor’s entire net worth. For 
licensing, then, a limitation of liability to “x times fees” makes 
sense. For vendors providing a heavy component of 
professional services, or where business process outsourcing or 
knowledge process outsourcing is involved, the limitation to 
fees makes far less sense. 
 
Taken together, the indemnification, insurance and liability 
limitations are the key area of focus for risk management. 
 
Warranties against infringement. Technology contracts with a 
software component should warrant against any infringement 
claim by third parties. This is essentially an assurance by the 
vendor that it owns, outright and not subject to third-party 
claims, the software it is licensing to the organization. Although 
somewhat infrequent, infringement claims do happen.9  The 
contract should protect the organization from any 
infringement claims arising from its use of the software, 
including indemnification, and ideally is not covered by the 
limitations of liability described above.  
 
Audit. The ability to monitor risks is an essential component of 
risk management. Vendors routinely balk at audit provisions for 
many different reasons. Increasingly, technology vendors 
claim that their large volume of customers prohibits the 
granting of individual audit rights. Instead, the vendors offer to 
engage a third party to conduct the audit and then promise 
to share the audit report with the organization. Whether a 
third-party approach works will depend largely on upstream 
requirements – contractual, regulatory or otherwise – and the 
organization’s comfort level with relying on a third party to 
properly conduct the audit. 
 
For certain security functions, however, third-party reviews 
are the norm. For example, a vendor that houses data is 
highly unlikely to permit a customer to conduct its own 
penetration testing. Data-housing vendors will routinely hire 
a professional third party to provide such testing, and then 
will provide a limited summary of the results to customers. 
Disclosure of full results is very unusual as doing so creates 
additional security risk. 
 
Business continuity. Business continuity is the minimization of 
interruptions to services. There are two facets to business 
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continuity in technology contracts, and they overlap slightly. 
Primarily, organizations want to ensure the services they obtain 
from the vendor continue uninterrupted to the greatest extent 
possible. So, for example, if real-time support is an important 
issue for the organization, business continuity might include a 
requirement to route support calls to a second call center if 
the primary call center is closed due to, for example, 
inclement weather. Secondarily, organizations want vendors 
to cooperate with their own business continuity practices. If 
the organization backs up its systems to an offsite location, the 
contract should permit the organization to install a second 
copy of the software at the offsite location.  
 
Disaster recovery. Disaster recovery (DR) is essentially a 
component of business continuity but typically gets its own 
provisions in the contract. Disaster recovery involves a 
response to a catastrophic event – such as a meteor falling on 
the building in the middle of the night. As with business 
continuity, there are two facets to disaster recovery. Primarily, 
organizations want to ensure that their vendor has a DR plan 
that will have vendor services back up and running within a 
reasonable period of time after a disaster. Secondarily, 
organizations need to know that vendors will cooperate with 
the organization’s efforts to recover from a disaster – perhaps 
by providing a short period of extended support at no 
additional cost.  
 
Change management. When the contract includes 
professional services, a major area of risk is undisciplined 
change management, which can quickly add unacceptable 
cost to the project or produce an unacceptable lag in 
completing the required work. A robust change management 
process will help ensure that changes with unacceptable 
consequences are weeded out.  
 
Conclusion 
 
The continuing evolution of technology and its role in business 
operations is one of many factors changing the role of the 
health care risk manager.10  Risk managers must continually 
search for ways to effectively identify and prioritize risks to the 
organization. The technology contract is the formative 
document that undergirds the organization’s relationships with 
technology vendors, and it can be a key area for risk 
management focus. Meaningful input from risk management 
can result in a contract that provides more protection to the 
organization and more tools to mitigate risks that actually do 
materialize. More importantly, a careful contract review 
process may reveal potential faults, thereby permitting 
mitigation of the risks before the contract is operationalized. 
 

Article references listed on page 30 
 

 
AHRMNY FALL CONFERENCE SUMMARY 

 
On December 5, 2014, AHRMNY hosted a half day 
conference at Mount Sinai Beth Israel with a focus on risk 
issues related to technology. “Risks and Solutions In The 
Bring Your Own Device (BYOD) World” was presented by 
Adam G. Guttell, Esq. from Jackson Lewis PC.  Adam 
addressed that there have been some predictions that 38% of 
companies will stop providing devices to workers by 2016 
and that by 2017, half of employers will require employees 
to provide their own devices.  Adam identified the risks and 
challenges in summary as: “Prevent data loss; Need to 
monitor v. privacy concerns; Protect trade secrets; Technical 
controls; Limit wage & hour violations; and Enforce anti-
harassment and anti-retaliation policies.” It was discussed 
that policies must be established for BYOD.  The “take 
aways” presented by Adam included: 
 
 “Craft policies to reduce all privacy expectations 

 Craft policies that protect patient and customer privacy 
and confidentiality 

 Communicate that personal texting, emailing, etc. 
should not interfere with job duties 

 Bar off the clock emails for non-exempts 

 Review technical controls 

 Encourage responsible use of devices and the Internet 
when discussing the company or its employees 

 Actually monitor on a consistent basis, and 

 Be aware of changing laws and audit policies routinely.” 
 
“Mobile Health Apps: An Overview” was presented by 
Sandy Maliszewski, FNP, CNM, MBA, Esq., Privacy 
Officer from AdvantageCare Physicians and founding 
member of HCLS Consulting.  Sandy articulated the NIH 
Consensus Group, 2011 definition of mHealth as “use of 
mobile and wireless devices to improve health outcomes, 
healthcare services, and health research.” She further stated 
that the use of mHealth has grown in recent years as there 
were 40 billion unique downloads in 2012 and this grew to 
60 billion downloads in 2013.  It was discussed that there 
are medical, health and fitness applications, however, the 
health and fitness applications are in the consumer market 
and not regulated by the US Food and Drug Administration 
(FDA).  Sandy indicated that mHealth regulatory oversight 
includes: FDA regulating medical devices; Federal Trade 
Commission (FTC) focuses on preventing business practices 
that are anticompetitive or deceptive or unfair to consumers; 
Office of the National Coordinator for Health Information 
Technology (ONC) has a direct bearing on mHealth 
technology; and HIPAA and its provisions relating to 
privacy and security as applicable to mHealth devices and 
applications.  It was discussed that the FDA has cleared at 
least 103 apps, such as mobile electrocardiographs, 
including about 50 in the past two years.  These apps are 
regulated as “mobile medical apps” and generally require 
prescriptions and are used for chronic disease management.   
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AHRMNY FALL CONFERENCE SUMMARY (cont’d) 

 

“Food and Drug Administration Safety And Innovation Act 
(FDASIA)” was presented by T. Drew Hickerson, Esq., 
General Counsel & VP, Business Development from 
PadInMotion, Inc.  Drew articulated from the Federal 
Register that “The Food and Drug Administration (FDA), 
Office of the National Coordinator for Health Information 
Technology (ONC), and Federal Communication 
Commission (FCC) seek broad input from stakeholders and 
experts on the elements we should consider as we develop a 
report that contains a proposed strategy and 
recommendations on an appropriate, risk-based regulatory 
framework for health IT, including mobile medical 
applications, that promotes innovation, protects patient 
safety, and avoids regulatory duplication.” It was further 
discussed by Drew that the FDASIA Workgroup is charged 
with providing input on issues relevant to the report FDA, 
ONC, AND FCC will develop which will include: “Types 
of risk that may be posed by health IT that impact patient 
safety, the likelihood that these risks will be realized, and 
the impact of these considerations on a risk based approach; 
Factors or approaches that could be included in a risk-based 
regulatory approach for health IT that also promote 
innovation and protect patient safety; and Approaches to 
avoid duplicative or overlapping regulatory requirements.” 
Drew discussed the summary of recommendations for a 
new framework as: 
 
 “National accountability 

o Outcomes assessment rather than product definitions 

o National and international standards for quality 
process-measurable and transparent 

o National interoperability standards to lower the entry 
cost through full participation of affected 
stakeholders 

o Encourage configuration and extension to support 
process and solve problems 

o Transparency of product and results 

o Support ability to experiment or iteratively develop 

o Aggregation of safety issues at a national level.” 

NEW YORK HEALTH FACILITY DRUG 
DIVERSION CONFERENCE  JUNE 15, 2015 

Co-hosted by Mount Sinai Hospital 
 
Drug Diversion by healthcare personnel occurs in facilities across 
the US every day. Access to narcotics represents an under 
appreciated occupational hazard and patient safety risk. 
 
Who should attend: Hospital Managers and Executives, Risk 
Managers, Pharmacists, Physicians, Compliance Personnel, Law 
Enforcement, Regulatory Investigators, Security Personnel and 
Researchers 
 
Click here for flyer, program schedule and registration 
 

Using the Affordable Care Act to 
Attack Plaintiffs’ Claims for Future 
Medical Expenses 

While much has been written and said about the Affordable 
Care Act (more commonly referred to as Obamacare), the 
full range of its implications is still unknown.  One perhaps 
unexpected consequence has been its effect on arguments 
pertaining to damages for medical expenses in personal 
injury cases.  Pursuant to New York CPLR § 4545, a defendant 
is entitled to a collateral source offset (reduction) for future 
costs and expenses that will, with reasonable certainty, be 
replaced or indemnified by a third party.  A collateral source 
is defined as payments received by the plaintiff or on behalf 
of the plaintiff from a source, such as a private health 
insurance company, not a party to the litigation related to 
the injury or disability in question.  
      
New York courts, however, have traditionally been reluctant 
to reduce a jury award pursuant to CPLR § 4545 for future 
medical expenses where the alleged collateral source has 
been a payment from the plaintiff’s private health insurance 
carrier, reasoning that the continued receipt of such 
insurance payments is too uncertain to warrant an offset of a 
jury award.     
 
The Affordable Care Act (the “ACA”) adopted by Congress 
in March 2010 and deemed constitutional by the United 
States Supreme Court (Nat’l Fed’n of Indep. Bus. v. Sebelius, 
132 S. Ct. 2566 (2012)) provides that all persons in the United 
States be provided health insurance regardless of their 
health or financial situation.  The fact that the ACA now 
ensures the availability of insurance coverage for virtually all 
individuals raises the question of whether the New York 
courts’ approach to the collateral source rule will change.  
Indeed, one New York Supreme Court judge has recently 
indicated that the existence of the ACA may make it 
“inevitable” for a defendant to be able to establish 
entitlement to a collateral source offset.  
 
I. New York’s Collateral Source Law 
 
In New York, CPLR § 4545 offers an affirmative defense entitling 
defendants to a “collateral source” reduction in certain 
circumstances. Specifically, CPLR § 4545 states that in a 
personal injury action, a court must reduce the damages 
award “if . . . any element of the economic loss encompassed 
in the award was or will be replaced, in whole or in part, from 
a collateral source,” such as private insurance.  Oden v. 
Chemung County Indus. Dev. Agency, 87 N.Y.2d 81, 83–84 
(1995); see also Johnson v. New York City Trans. Auth., 88 
A.D.3d 321 (1st Dep’t 2011).  Since CPLR § 4545 is in derogation 
of the common law, its provisions must be strictly 
construed.  See Oden, 87 N.Y.2d at 86.  Accordingly, collateral 
source offsets are permitted “only when the collateral source 
payment represents reimbursement for a particular category 
of loss that corresponds to a category of loss for which 
damages were awarded.”  Id. at 84.   
 
The defendant has the burden of establishing entitlement 
to a collateral source offset.  Id. at 86, 89; Kihl v. Pfeffer, 47 
A.D.3d 154,163–64 (2d Dep’t 2007); Caruso v. LeFrois 
Bldrs., 217 A.D.2d 256, 259 (4th Dep’t 1995). The standard  
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   of proof to be applied is that of “reasonable certainty.”  
CPLR § 4545(c); Kihl, 47 A.D.3d at 164.  New York courts 
have interpreted “reasonable certainty” as akin to the 
“clear and convincing” evidence standard.  See Firmes v. 
Chase Manhattan Bank, 50 A.D.3d 18 (2d Dep’t 2008); Kihl, 
47 A.D.3d at 163–64; Ruby v. Budget Rent A Car Corp., 23 
A.D.3d 257, 258 (1st Dep’t 2005);  Kastick v. U-Haul Co. of W. 
Mich., 292 A.D.2d 797, 798–99 (4th Dep’t 2002); Young v. 
Knickerbocker Arena, 281 A.D.2d 761, 764 (3d Dep’t 2001).  
In other words, in order to obtain an offset from a collateral 
source, the defendants must prove by clear and convincing 
proof that it is reasonably certain, i.e., “highly probable,” 
that the benefits will be received for the duration of the jury 
award.  Johnson, 88 A.D.3d at 328; Kihl, 47 A.D.3d at 163–64; 
Young, 281 A.D.2d at 764; Caruso, 217 A.D.2d at 259.  
 
Traditionally, despite the foregoing, New York courts have 
been reluctant to offset a jury award in connection with a 
plaintiff’s private health insurance coverage because the 
receipt of health insurance benefits was traditionally tied to 
employment.  See, e.g., Firmes, 50 A.D.3d 18; Kihl, 47 A.D.3d 
154; Giventer v. Remenetria, 705 N.Y.S.2d 863 (Sup. Ct. 
Richmond County 2000)).  For example, in Giventer, the court 
noted that the plaintiff’s mother’s health insurance benefits 
would only be received if she continued in her current 
employment and if her employer continued to provide the 
insurance, therefore, there were no assurances that the 
insurance would continue to benefit her child. The court 
further reasoned that the mother’s loss of her job or a change 
in benefits by either the employer or insurance company were 
factors beyond her control, but which would affect the 
insurance payments. According to the court, “[t]reating her 
employee health insurance as a collateral source would 
require her to work in order to provide her son with the care 
which he requires which a jury has already found the 
defendants are obligated to provide.”  Thus, the court held 
that the reasonable certainty standard was not satisfied by 
insurance benefits received through the mother’s employment 
and were not a collateral source offset. 
 
Similarly, in 2007, the Second Department declined to offset 
the jury’s award based upon the existence of private health 
insurance benefits in Kihl, setting forth five factors to be used to 
determine whether, with reasonable certainty, it is clear that a 
plaintiff would continue receiving health coverage toward 
future medical expenses, thereby warranting a collateral 
source reduction.  Kihl, 47 A.D.3d at 165–66.  The five factors 
identified by the court, which were not satisfied in Kihl, were 
whether:  (1) the plaintiff will remain with the employer through 
whom he/she receives health insurance for the duration of the 
time for which the future medical costs were awarded; (2) the 
health benefits indefinitely cover any portion of the particular 
medical expenses that the plaintiff will incur; (3) in the case of 
a plaintiff receiving the benefits through his or her spouse, the 
evidence demonstrates a guarantee that the couple will 
remain married for the duration of the future award; (4) the 
spouse who maintains the health insurance is expected to live 
for the duration of the future award; and (5) the plaintiff is 
otherwise uninsurable. 
 
II. The Affordable Care Act 
 
The ACA is far reaching and, in simple terms, provides that all 
individuals within the United States are to be afforded 
healthcare regardless of their financial ability or health status.  
As stated by the United States Supreme Court, the ACA 
addresses the problem of those who cannot obtain insurance 
coverage because of pre-existing conditions or other health 

issues. The ACA’s provisions aim to resolve this problem by 
prohibiting insurance companies from denying coverage to 
those with such conditions or charging unhealthy individuals 
higher premiums than healthy individuals. Sebelius, 132 S. Ct. 
at 2566, citing 42 U.S.C. §§ 300gg, 300gg-1, 300gg-3, 300gg-4.   
 
The ACA’s “Requirement to Maintain Minimum Essential 
Coverage,” i.e., the “individual mandate,” has already taken 
effect and requires every “applicable individual” to obtain 
“minimum essential coverage.”  26 U.S.C. § 5000A; see 
Sebelius, 132 S. Ct. at 2581; Thomas More Law Ctr., 651 F.3d at 
534. For these minimum coverage plans, the ACA limits the 
annual amount of out of pocket medical expenses that can 
be incurred.  Moreover, the ACA prohibits certain practices in 
the insurance industry that have traditionally prevented 
individuals from obtaining and maintaining health insurance. 
The “guaranteed issue requirement” bars insurance 
companies from denying coverage to individuals with pre-
existing conditions (42 U.S.C. §§ 300gg-1[a] , 300gg-3[a]; 42 
U.S.C. § 18001; see Thomas More Law Ctr., 651 F.3d at 534) and 
the “community rating requirement” prohibits insurance 
companies from charging higher rates to individuals based on 
their medical history.  42 U.S.C. § 300gg; see Thomas More Law 
Ctr., 651 F.3d at 534. Finally, a health insurance issuer may not 
establish “lifetime limits on the dollar value of benefits for any 
participant or beneficiary; or . . . annual limits on the dollar 
value of benefits for any participant or beneficiary.”  42 U.S.C. 
§ 300gg-11.   
 
III. Will The ACA Make It More Likely That New York Courts Will 

Offset Jury Awards By Payments Received By Private 
Health Insurance Carriers 

 
The first hurdle that must be crossed in determining the ACA’s 
effect on collateral source reductions for private health 
insurance is whether it is reasonably certain that the ACA will 
remain in place.  Inevitably, a plaintiff will attempt to argue 
that there remains the possibility that the ACA will be 
repealed.  In response, a defendant can emphasize that 
similar arguments by plaintiffs that an act will be repealed 
have been rejected.  See Caruso v. Russell P. LeFrois Builders, 
Inc., 217 A.D.2d 256 (4th Dep’t 1995); Frey v. Chester E. Smith & 
Sons, Inc., 751 F. Supp. 1052, 1056 (N.D.N.Y. 1990). The repeal of 
the ACA would also significantly reduce government revenues 
and be very costly to the Nation.  That factor, and the 
requirement that Congress offset the cost of repeal by 
increasing taxes or cutting spending, render the repeal of the 
ACA unlikely.  Also, since its inception, approximately 10 million 
Americans have obtained health insurance in accordance 
with the ACA, and the private health insurance industry is a 
large and profitable industry, which is not being eliminated 
any time soon.        
 
The next step is to examine each of the five factors discussed 
in Kihl to determine the effect the ACA has upon these 
controlling factors.  Importantly, each of these factors involve 
the overriding question of whether the plaintiff’s expenses will 
be indefinitely covered by the alleged collateral source.  See 
Kihl, 47 A.D.3d at 166. 

A. The First Kihl Factor 

The first factor identified in Kihl questions whether the plaintiff 
(or spouse) will remain with the employer through whom he or 
she receives health insurance at the time of the jury award 
for the duration of time for which the jury awarded future 
damages.  Arguably, the ACA eliminates that concern.  Prior 
to the ACA, if a person left their employment, the plaintiff 
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had no guarantee that he or she could continue to have 
health insurance and insurers could have denied coverage on 
grounds of the plaintiff’s pre-existing condition.  Accordingly, 
plaintiffs had nowhere else to turn for insurance, thereby 
forcing them to remain employed so as to continue the 
benefit.  Now, under the ACA, an insurer cannot deny 
coverage and if an individual loses or leaves his or her job, 
they can still obtain insurance despite a pre-existing condition.  
Thus, they remain covered indefinitely and courts could more 
readily find that the receipt of the collateral source (insurance 
payments) is no longer dependent upon the plaintiff’s 
employment.   

 B. The Second Kihl Factor 

The second factor identified by the Kihl court was whether the 
evidence demonstrated that the identity of the plaintiff’s 
health care provider or benefits package changes frequently 
and whether the health benefits indefinitely cover any portion 
of the particular medical expenses that the plaintiff will incur.  
Again, New York courts apparently do not want plaintiffs to be 
“enslaved” to a particular benefits plan simply because such 
plan was in place when a jury award was offset. The courts 
also seek to ensure that a plaintiff will continue to enjoy the 
same benefits from the time of the jury award through the 
duration of such award so that a plaintiff will not, in the future, 
have to pay for expenses that a jury has determined are the 
obligation of the defendant.     
 
As previously stated, the ACA does not prohibit employers 
from changing healthcare providers or their particular benefits 
packages.  In fact, the ACA provides that individuals may 
change to whichever company or plan they choose and that 
the benefit levels may differ within plans.  See 42 U.S.C. § 
18032(d)(3)(C); Florida v. U.S. Dep’t Health & Human Servs., at 
1250–51.  Accordingly, a plaintiff may eventually choose a 
plan that differs in terms of what expenses (that were incurred 
as a result of a defendant’s wrongdoing) are covered for his or 
her care.  Thus, it remains necessary for a defendant to prove 
that the plaintiff will continue to receive the same benefits for 
the duration of the award.   
 
In that regard, a health insurance expert can be consulted as 
to the frequency with which health care plans are changed or 
eliminated; the types of plans available, what medical care 
those plans cover; whether those plans will cover the care as 
awarded by a jury; the minimum level of coverage that will be 
offered to individuals, and projected premium increases over 
the lifetime of the plaintiff.  Based on that consultation, the 
defendant could offer to pay an amount equal to the 
plaintiff’s current premiums and projected future increases to 
maintain those benefits.  Making such an offer could eliminate 
the concern that the plaintiff’s health insurance would be tied 
to their employment.  The plaintiff could use the money paid 
by the defendant to purchase the same or an equivalent 
policy in the market.  

 C. The Third Kihl Factor 

The third Kihl factor examines whether, if a plaintiff is receiving 
the benefits from his or her spouse, there is any guarantee that 
the two will remain married.  Again, courts seem concerned 
that the plaintiff continues to receive the same benefits for the 
duration of the jury award so that they do not face the 
prospect of paying out of pocket for expenses owed by the 
defendant.  A defendant has a strong argument that the ACA 
the two will remain married.  Again, courts seem concerned 
that the plaintiff continues to receive the same benefits for the 
duration of the jury award so that they do not face the 
prospect of paying out of pocket for expenses owed by the 

defendant.  A defendant has a strong argument that the ACA 
resolves this factor.  The rationale for this factor appears to be 
that if a plaintiff divorces, they may not, without the ACA, be 
able to obtain new health insurance due to their pre-existing 
condition or altered financial state.  The ACA eliminates the 
question of whether a plaintiff with a pre-existing condition or 
without sufficient financial means may obtain insurance.   

 D. The Fourth Kihl Factor 

The fourth factor - - what is the life expectancy of the spouse 
who maintains the health insurance - - requires similar analysis 
to the third factor.  While a spouse may die, a plaintiff is 
nevertheless, under the ACA, entitled to insurance despite his 
or her pre-existing condition or financial status.   

 E. The Fifth Kihl Factor 

The final factor identified by the Kihl Court asks simply, “Is the 
plaintiff otherwise insurable”?  The court was concerned that a 
plaintiff may not be able to obtain insurance of any kind due 
to their injury.  Under the ACA, however, a plaintiff would, 
despite their pre-existing condition or financial means, be able 
to obtain substitute insurance in the absence of their or their 
spouse’s employment and corresponding benefits that 
covered the cost of the medical care required.   
 
IV. Settlement and Subrogation Considerations 
 
In sum, there are strong arguments that the ACA eliminates 
factors three through five of the Kihl analysis.  It also mitigates 
the first factor.  With regard to the second factor, a health 
insurance expert can be employed to confirm that a plaintiff’s 
expenses will be covered for the duration of the award.  In 
addition, should a matter proceed to judgment, the law of 
subrogation entitles an insurer to seek from a defendant, 
whose wrongdoing has caused a loss for which the insurer is 
bound to reimburse, the costs paid on the plaintiff’s medical 
claims.  See North Star Reinsurance Corp. v. Continental Ins. 
Co., 82 N.Y.2d 281 (1993).  As such, the availability of private 
health insurance may be more effectively raised prior to trial in 
settlement discussions since an insurer has no right to 
subrogation in a settlement.  See Limitation Of Reimbursement 
And Subrogation Claims In Personal Injury And Wrongful Death 
Actions, General Obligations Law § 5-335 (2009).   
 
In settlement discussions (after a cost-benefit analysis), a 
defendant can now offer to (1) provide a sum of money so 
that the plaintiff can purchase the best plan available; (2) pay 
for the premiums with projected future increases; (3) pay for all 
uncovered expenses attributable to the defendant; and (4) 
include a lump sum payment that can be invested or 
available in the event premium increases exceed the amount 
that has been projected.   
 
VI. Conclusion 
 
The ACA, in offering health insurance to all persons 
regardless of their financial or health status, appears to offer 
defendants several new arguments with regard to whether 
insurance policy payments may be considered a collateral 
source and applied to reduce a future medical expenses 
award.  Furthermore, as a result of the ACA, defendants can 
also now reasonably argue that there is a baseline level of 
coverage for all people that a plaintiff will be able to obtain.  
Accordingly, since at least part of the plaintiff’s costs are 
guaranteed to be covered by insurance for the duration of 
the award, a defendant could plausibly argue that it should, 
at a minimum, get an offset for that baseline coverage.     
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Ellen is a healthcare risk management professional with 25 years experience within 
hospital risk management and professional liability claims consulting.  Currently, 
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Caryn L. Lilling is a principal of the firm, having 
joined Mauro Lilling Naparty LLP almost 25   
years ago.  As an Appellate Advocate and 
Litigation Strategist, she has handled hundreds of 
civil appeals in state and federal courts. Her name 
appears on opinions in a wide variety of practice 
areas, and she has published extensively on 
various topics in her field.  She is a frequent 
lecturer for in-house counsel, insurance 
companies, hospitals and bar associations.   
 
In addition to the more traditional roles of 
appellate counsel, Caryn’s firm is called upon to 
aggressively define and defend damages.  In 2013, 

along with Richard Montes, Caryn spearheaded the firm’s national growth as 
specialty counsel on damages and, in particular, in the application of the 
Affordable Care Act to future medical expenses in tort cases.   
 

Since joining the firm in 1998, Katherine has 
applied her vast appellate experience in handling 
appeals in a wide variety of practice areas, 
including medical malpractice; lead paint liability; 
dental, legal and architectural malpractice; general 
negligence; professional licensing; and 
commercial litigation. Prior to joining the firm, 
Katherine served as a Senior Court Attorney at the 
New York State Appellate Division, Second 
Department. She has repeatedly been selected as a 
New York Super Lawyer in the area of Appellate 

Practice. Katherine received her J.D. from St. John’s University. She is 
admitted to practice in New York, as well as the United States District Court 
for the Southern and Eastern Districts of New York. 

 

Additionally, all plaintiffs have a duty to mitigate or reduce 
damages where possible.  Thus, outside of CPLR § 4545, a 
defendant could also plead and prove as an affirmative 
defense with expert testimony that a plaintiff’s duty to mitigate 
damages requires them to purchase an insurance policy (for 
which the defendant will ultimately pay), which covers the 
care that they will need in the future, thereby mitigating the 
costs for future medical expenses.  The plaintiff’s damages 
then become the policy premiums and any other items that 
are not covered under that policy.  Since the ACA provides 
that even those with pre-existing conditions be afforded 
insurance coverage and that such coverage cannot be 
charged at an increased premium simply due to one’s health 
status, a plaintiff could no longer argue that he or she is 
unable to mitigate damages in this manner.   
 
Recently, New York courts have revealed a more accepting 
view on whether private health insurance should be deemed 
a collateral source.  In his dissent in favor of recognizing a 
cause of action for “medical monitoring,” Justice Lipman, in 
Caronia v. Philip Morris USA, Inc. (22 N.Y.3d 439, 461 (2013)), 
anticipated that insurance coverage obtained pursuant to 
the ACA represented “the potential for an offset against 
plaintiff’s recovery [for medical costs] under the collateral 
source rule.”  Likewise, in Lopez v. Sunrise One, LLC 40 Misc.3d 
1238(A) (Sup. Ct. Kings Co. 2013)), the court denied the 
defendant’s request for a collateral source hearing, but 
insinuated that had defendant made a “showing that [the 
plaintiff] will receive any benefits in the future for any of the 
medical expenses included in the jury’s award,” a collateral 
source hearing would have been appropriate.  Thus, while 
defense counsel should be selective in determining which 
cases, and when and how to make these arguments, such 
arguments made in the right forum, at the right time and in the 
right manner could increase the chance of success for the 
particular case and future cases.      

 

 
 
 

By:  Ellen T. Burford, RN, BSN, MPA, JCC 

 
So you want to be a risk manager in a hospital? 

Well first, how do you react to constant change and crisis?  

Do you like knowing what every day will be like, or are 
you open to constant adventure? 

How's your health and stamina?  
  
Let me introduce you to your personal survival pack: 
  
FIRST A sense of humor -- life's best medicine and 

teacher -- don't take yourself too seriously; 

SECOND Staying calm is essential -- show no fear or they 
will eat you alive -- true in the jungle and in the 
boardroom; 

THIRD Be your own best friend -- truer in more ways 
than one -- you will be privy to many 
confidences, but to remain objective and sane, 
choose friends wisely; 

FOURTH This is critical -- regular and holistic pampered 
self-care, otherwise let me introduce you to plan 
B:  antacids, anti-hypertensives, caffeine, 
alcohol, anti-anxiety agents, sleep meds -- the 
quickest way to an unhealthy body as a risk 
manager is to neglect thyself—so don’t!!! 

FIFTH Keep it in balance -- you will never solve every 
problem no matter how many hours you work-- 
know when to call it a day and don't feel guilty 
about it; 

SIXTH Pick and choose your battles -- some are worth 
fighting and some are best walked away from;  

SEVENTH Better to be respected than liked -- there are 
times when the right thing is the unpopular 
choice to make;  

 
EIGHTH Lead by example rather than directives; 

NINTH Remember there is “care” in the word  
healthcare -- be compassionate;  

TENTH You are the watchdog and guardian of all that is 
safe -- never lose sight of this; let that be the 
light you shine upon every situation and you will 
never be in the dark! 

  
If you can manage to follow these basic rules, if you 
love constant challenges and new puzzles to solve, then 
you will have found a career you will come to love.  And 
as the saying goes: “when you love what you do, you 
never work another day in your life….” 
 

Ellen is a healthcare risk management professional with 25 years experience 
within hospital risk management and professional liability claims 
consulting.  Currently, she is a Director of Risk Management at a metropolitan 
specialty hospital where  she is actively engaged in proactive risk mitigation. 
She is a graduate of Wagner College where she received her BSN 
and subsequently received a Masters in Healthcare Administration from Long 
Island University where she majored in healthcare finance. Ellen has achieved 
“Just Culture” certification and holds a Six Sigma achievement certificate as a 
Green Belt in Health Care from Villanova University.  She has previously 
served as Treasurer and Board member for AHRMNY and remains a member 
of both AHRMNY and ASHRM.  
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Carol Gulinello, RN, CPHRM, FASHRM 
VP, Risk Management, Professional Practice Evaluation- NYU Lutheran Medical Center 
 
Carol Gulinello is currently the Vice President of Risk Management, Professional Performance Evaluation at NYU Lutheran 
Medical Center. She has more than 35 years of healthcare experience, 25 years of which are in the field of Risk Management. 
Carol began her Risk Management career at FOJP Service Corporation. She has held many diverse positions in field of Risk 
Management to include; major teaching institutions in New York City: healthcare consultant for a leading national insurance 
carrier; Nurse/Risk surveyor for DOH state regulatory agency.  In February, 2015 Carol achieved the Fellow of the American Society 
for Healthcare Risk Management (FASHRM) designation. She and other newly inducted risk management professionals will be honored 
at the 2015 ASHRM Annual Conference. 

 

Adam Guttell 
Partner, Employment & Labor Practice Group - Martin Clearwater & Bell LLP 
 
Adam Guttell joined Martin Clearwater & Bell’s (MCB) Employment and Labor Practice Group as a Partner on February 9, 
2015. He has extensive experience in representing clients across various industries in federal and state court proceedings, as well 
as private mediations, arbitration, and administrative hearings. As a Partner of MCB’s Employment and Labor Practice Group, 
Mr. Guttell represents diverse clients in employment related issues ranging from discrimination and harassment to violations of all 
state and federal fair employment laws in various industries including health care, finance, academics, retail and hospitality. Mr. 
Guttell actively litigates restrictive covenant matters, including breaches of non-competition, non-solicitation and confidentiality 
agreements and counsels clients in drafting and enforcement of all manner of agreements related to employment.  
 

Pamela Monastero, MBA 
Senior Associate Director, Risk Management - Coney Island Hospital 

Pamela Monastero recently completed a fellowship with America’s Essential Hospitals (AEH, formerly the National Association of 
Public Hospitals and Health Systems). AEH is the leading association for safety net hospitals and health systems and supports 
members with advocacy, policy development, research, and education. The fellowship, which commenced last June, concentrated on 
developing leadership skills, with a specific focus on adaptive leadership. Pamela’s fellowship project was dedicated to re-designing 
her hospital’s close call identification program and honing her leadership skills with her project team and the executive staff (see the 
Risky Business column in this edition for further information about the program). Pamela was also selected as the Patient Safety 
Champion for Coney Island Hospital for her work on this project and received an award from New York City Health & Hospitals 
Corporation on March 9, 2014.  

 

Rob Marshall, RPLU, CPCU, AIC - Senior Vice President, Willis New York 
 
Rob was named a 2015 Risk & Insurance Power Broker for Health Care. A Risk & Insurance Power Broker is an individual who 
stands out among their peers for exceptional client work delivered over the past year. While insurance brokers play many key 
roles in the insurance industry and risk profession, a Power Broker award recognizes problem solving, customer service and 
industry knowledge. The Power Broker is selected based upon strengths of client testimonials. Risk and Insurance editors and 
writers collect and choose the most compelling testimonials based on the award criteria. This is Rob’s second year as a Power 
Broker, previously being selected in 2009. 

Rob is helping healthcare organizations, both providers and payors, to implement risk and insurance strategies to reduce their 
respective Total Cost of Risk through Willis’ proprietary decision support analytics. Rob has helped several clients reduce their costs 
by millions of dollars annually by implementing these strategies. 

Click here for more information on Power Broker award winners by industry segment. 

Jonathan D. Rubin, Esq. 
Partner - Kaufman, Borgeest & Ryan, LLP 
 
Jon Rubin was a co-presenter at the California Society for Healthcare Risk Management’s (CSHRM) annual conference in Napa, 
California on March 4-6, 2015. Along with Gregg Timmons, Jon discussed case studies on behavioral health risks in the non-
psychiatric setting featuring patients that come into acute care emergency departments, inpatient units and clinics. This influx of 
activity has caused overcrowding and heightened risk of suicide and aggressive episodes. The session addressed risk management 
challenges and actions to address risks posed by psychiatric patients from environmental, assessment, staffing and training initiatives 
in various settings. Legal implications of treating this unique population was also explored with a focus on duty to warn and the 
ownership or possession of firearms by psychiatric patients. 

 



 20    The Risk Management Quarterly 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Preventing Rampage Shootings: Protecting Behavioral Health Providers, 
Society and Civil Liberties in the Social Media Age 

By Rodney K. Adams, Esquire 

Rampage shootings1 are unfortunately frequent headlines.  
Social media has become an important source of information 
and a potent driver of public opinion about the phenomena.  
Hospital emergency departments and mental health units are 
caught in the tension between protecting the public and 
respecting civil rights.  This article will consider from how a 
patient’s posting on social media can make decision making 
even more difficult. 
 
I. A Case Study 
 
The Federal Bureau of Investigation (FBI) was contacted by an 
individual who had previously served in the military with Joe 
Plaintiff2 about disturbing information posted on social media 
by Plaintiff.  Several days later, another military veteran who 
had served with Plaintiff contacted the FBI to express his 
concern about what Plaintiff was putting on the Internet and 
that Plaintiff may be contemplating violent acts.  Plaintiff set 
forth that he would be chosen to lead “the revolution” and 
that “[m]en will be at my door soon to pick me up to lead it.”  
Other comments included: 

“I’m gunning whoever run the town.” 

“This is the start of you dying…” 

“New York is not yours.  I’m about to shake some 
s*** up.” 

“This is revenge.  Know that before you die.” 

“I know ya’ll are reading this, and I truly wonder if 
you know what’s about to happen.” 

 
The veterans told the FBI that they felt that Plaintiff’s postings 
were becoming increasingly threatening and action-oriented.  
They believed that this was more than just extremist rhetoric.   

Local police officers, accompanied by FBI agents, conducted 
an interview of Plaintiff to determine if he posed a serious risk 
of violence.  When interviewed in his doorway, Plaintiff gave 
evasive answers as to whether he intended to carry out the 
violent acts mentioned in his blog.  Plaintiff inquired as to why 
the FBI was not taking action against government officials for 
their crimes against American citizens.  Several conspiracy 
theories involving the government against its citizens were also 
voiced.   
 
Not being reassured by their conversation with Plaintiff, the 
officers contacted the local Community Services Board (CSB) 
representative and advised him of the history that they had 
and their present impression after speaking with Plaintiff.  The 
officers added that several veterans who knew Plaintiff were 
concerned that Plaintiff’s social media behavior was 
becoming more extreme, that he was “very effective,” and 
that he was an expert with explosives.  Plaintiff was described 
by the officers as preoccupied, distracted, and suffering rapid 
mood swings during their interview.  When told by the officers 
that Plaintiff needed to be evaluated, the CSB representative 
agreed.  The police concluded that probable cause existed to 
detain Plaintiff for a mental health evaluation, and Plaintiff was 
transported to the local police headquarters for an evaluation 
by the CSB representative. 
 

The CSB representative tried to interview Plaintiff later that 
evening.  Plaintiff stated that he chose not to answer any 
questions.  The government conspiracy theories voiced and 
the feelings of being watched were consistent with delusional 
thinking and paranoia believed the CSB representative. 
However, in speaking with Plaintiff’s mother, she had not 
observed any recent changes in behavior and added that “a 
lot of us” share his political views.  Based on the Internet 
postings and information provided by police, the CSB 
representative concluded that the threats were sufficiently 
specific to warrant further evaluation.  The CSB representative 
initiated the petition for issuance of a temporary detention 
order (TDO).  A magistrate signed off on the order, and Plaintiff 
was transferred to an acute psychiatric unit at a local hospital.  
  
At Pleasant View Hospital, the staff was equally stymied in 
getting Plaintiff to answer questions.  As part of the 
requirements for proceeding with an involuntary admission 
petition, an independent evaluator undertook evaluation of 
Plaintiff.  After exchanging pleasantries, Plaintiff would not 
cooperate.  Therefore, the evaluator had to base his opinions 
primarily on the social media postings.  He checked the boxes 
on the state-provided form that Plaintiff had a mental illness 
and as a result of mental illness, “there is a substantial 
likelihood he…will, in the near future cause serious physical 
harm to others as evidenced by recent behavior causing, 
attempting or threatening harm and other relevant 
information, if any.”  Involuntary inpatient treatment was 
recommended.   
 
After hearing evidence, a magistrate found by clear and 
convincing evidence that Plaintiff met the criteria for 
involuntary admission and treatment.  Per state statute, Plaintiff 
was transferred from Pleasant View Hospital to a Veterans 
Administration Medical Center.  On appeal to the Circuit 
Court, a judge ordered the immediate release of Plaintiff 
stating that the Petition was “so devoid of factual allegations 
that it could not reasonably be expected to give rise to a case 
or controversy.” 
 
Plaintiff filed a lawsuit against the FBI agents, the local police 
officers, the CSB representative, and the hospital staff 
members involved in the involuntary commitment process. 
 
II.  The Conundrum  
 
 A.  The Impact of Social Media and Mass Media on 

Public Perceptions 
 
Society has moved strongly toward self-revelation in a very 
public way.  Many people describe the minutest details of 
their daily experiences and thoughts on Facebook, Twitter, 
Instagram, blogs, and other social media.  This can range from 
the purchase of a soda at a convenience store to long-form 
journalism on endless topics.  Some feel the need to share their 
most personal of thoughts.  Some indulge in creating a fantasy 
persona of who he or she would like to be.3  For political 
dissidents, the soapbox on a street corner has been replaced 
by an electronic megaphone to the world.  Today’s youth 
have been dubbed the “Look-at-Me” generation.     
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   Turning to the threat of mass violence, the frequency of 
rampage shootings and the magnitude of the carnage are 
amplified by social media and mass media.  They continue to 
be relatively infrequent and always dreadful, but highly 
sensational.4  Sadly, bystanders often appear more interested 
in getting good video than intervening. 
 
 B. The Evaluation Process 
 
In determining whether to recommend to a magistrate that a 
patient should be involuntarily committed for psychiatric 
treatment, an evaluator is guided by a statutory test such as:5   

 
 Does the person have a mental illness? 

 Is there a substantial likelihood that, as a result of mental 
illness, the person will in the near future cause serious 
harm to himself or others? 

 Is the person in need of hospitalization or treatment? 
 Is the person unwilling or incapable of volunteering for 

hospitalization or treatment? 
 

How an evaluator is to arrive at the black-and-white 
conclusion sought by a magistrate is not articulated.  Should 
an objective assessment tool be used?  Is a subjective 
conclusion just as valid?     
 
  1. The State of the Art 
 
The fundamental challenge of predicting mass violence by an 
individual is that it is almost impossible at present.6  The 
MacArthur Foundation found that psychiatrists are slightly 
better than chance in identifying patients who would become 
violent.7  Mental illness was found by itself to not predict an 
above-average risk of violence.   

 
“[E]xperts say predicting who will be the next mass shooter is 
virtually impossible – partly because as commonplace as 
these calamities seem, they are relatively rare crimes.”8  
“Given that school shootings are generally rare, and many 
perpetrators are killed during their crimes, the availability of 
school shooters for research is obviously limited.”9  An 
American Psychological Association expert panel 
emphasized:10 

 
Although many highly publicized shootings have 
involved persons with serious mental illness, it must 
be recognized that persons with serious mental 
illness commit only a small proportion of firearm-
related homicides; the problem of gun violence 
cannot be solved simply through efforts focused on 
serious mental illness. Furthermore, the overwhelming 
majority of people with serious mental illness does 
not engage in violence toward others and should 
not be stereotyped as dangerous [citations omitted] 

 
In contrast, society expects perfection.  In part, this is because 
the medical profession and mental health providers have 
oversold their skills.  What is at best an art continues to be 
promoted as a science, leading to expectations of objectivity 
and reliability in mental health assessment services.  
Acknowledging the inability to accurately predict violence 
has received little attention. 
 
For the evaluator examining an individual, the clinician must 
make the hard choice of deciding if the patient is mentally ill 

or just an outlier and if mentally ill, is he a threat to others?  
When in any doubt, a clinician is likely to reasonably assume 
the worst of the patient to avoid the potential, though unlikely, 
catastrophic risk of being wrong.   
 
 2. Subjective v. Objective Assessment 
 
Does an unstructured risk assessment, i.e. a professional 
judgment, provide reliable results?  “I can tell you the common 
characteristics of people who engage in mass shootings: It’s a 
picture of troubled, isolated young men that matches the 
picture of tens of thousands of other young men who will 
never do this,”11 said Jeffrey W. Swanson, a professor in 
psychiatry and behavioral sciences at Duke University.  Being a 
social outlier likewise has little predictive value.  “I just don’t 
believe the science is there.  If we were to start identifying 
people that might have the potential, we’ll be arresting 
innocent people.  There’s plenty of misfits, plenty of loners, 
plenty of strange people, plenty of people with mental illness, 
[but] none of these people ever commit any violent crime 
whatsoever,” said Sandra Robinson, a University of British 
Columbia associate professor who has studied US Post Office 
shootings during the 1990s.12  Accuracy of unstructured 
predictions may have between 54% and 99% false positives.13  
In other words, one labeled as being dangerous is only 
modestly more likely to commit a violent act than a patient 
that did not raise concern.  “Despite the existence of only 
‘modest’ empirical support, courts repeatedly have held that 
clinical predictions of violence are sufficiently valid to be 
admissible as scientific evidence.”14   

The use of objective criteria in determining the likelihood of a 
patient committing a violent act is appealing.  Regrettably, a 
British study concluded that all of the science to date provides 
about the reliability of a coin flip.15  “Risk assessment tools in 
their current form can only be used to roughly classify 
individuals at the group level, and not to safely determine 
criminal prognosis in an individual case.”16  Even use of 
popular assessment instruments such as the Historical, Clinical, 
Risk Management-Clinical (HCR-20) scale yields only moderate 
success in predicting violence in psychiatric patients 
involuntarily admitted.17  “There is no instrument that is 
specifically useful or validated for identifying potential school 
shooters or mass murderers,”18  The APA panel concluded 
that,”…mental health professionals have only a modest ability 
to predict violence, even when assisted by research-validated 
instruments.”19 
 
 3. Role of Social Media in Assessment 
  
New to the mix of factors available to be considered in 
evaluating a patient is his persona in social media.  Should his 
postings be taken literally?  Tweets and re-Tweets: what do 
they mean?  What is to be made of “selfies” that are posed 
with firearms or other trappings of violence?  Very little 
research has been conducted on the fairly recent 
phenomena of social media and its role in assessing mental 
health and the risk of violence.  The rambling blog entries, 
video rants and posed photographs of a mass shooter, when 
viewed in retrospect, are easily recognized as ominous 
warnings that were missed.  However, as discussed above, 
thousands of adolescent men engage in this behavior along 
with other obsessions such as violent video games.  Few, if any, 
will go on a shooting spree. 
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   Against this background, social pressure is mounting for 
schools, law enforcement, and even employers to patrol the 
virtual world as much as the real world.  Law enforcement is 
taking note and jumping on board. Said an FBI expert panel:  

 
It is now the high-tech task of law enforcement 
agencies to monitor for particular online warning signs 
that often only leave a small window of opportunity for 
preventing a massacre. They cannot do it alone, and 
warning signs must also be identified by those in the 
online community that come across what may appear 
as precursors to violence.20 

 
The described “crowd sourcing” of social media monitoring 
lead to Mr. Plaintiff in the above case study to come under 
police scrutiny and subsequently to be involuntarily 
committed.  Once brought to the attention of authorities, the 
only choice is to undertake an evaluation process.   

 
Viewing the new virtual world as reality may or may not be 
accurate.  However, if a patient refuses to participate in an 
evaluation, then a mental health professional has little 
alternative but to use her best judgment in analyzing what the 
patient has put in the virtual world.  In the current social 
climate, the virtual persona created by a patient reasonably 
will be viewed very critically when any concern is raised as to 
the risk of violence.  The collision of the “Look-At-Me” 
generation with society’s current fear of mass violence is likely 
to result in more young men being involuntarily detained for 
psychiatric evaluation. 
 
III. Civil Liberties 
 
Americans assume that they enjoy the inalienable rights of life, 
liberty and the pursuit of happiness as guaranteed in the 
Constitution and Bill of Rights.  However, civil libertarians can 
convincingly argue that an individual does not enjoy these 
rights if he is suspected of being mentally ill and at risk of being 
violent in the near future.  A police officer may detain an 
individual if he suspects that the individual would meet the 
criteria for a TDO.  To be detained on a TDO, someone need 
only convince a magistrate in an ex parte conversation that 
the individual appears to present a risk due to mental illness.   
 
Despite the high standard of clear and convincing evidence, 
a formal hearing for determination of whether a patient should 
be involuntarily committed for psychiatric treatment is often 
one-sided.  While an attorney may participate, the low fee 
paid by the state21 assures that an appointed attorney will 
spend a minimal amount of time on the matter.  No provision is 
made for the patient to have an examiner of his choosing 
compensated by the state.  Thus, only a well-healed patient 
with resources in the community has a chance to hire legal 
and mental health expertise in short order to counter the swift 
process that can propel a patient toward involuntary 
commitment. 

A magistrate is unlikely to take the time to parse through the 
nuances of social media for the subculture from which an 
individual hails.  Contemporary music lyrics posted on 
Facebook or YouTube may be mistaken for threatening rants.  
The puffery of an adolescent may not be recognized for what 
it is.  Proficiency at, or obsession with, a violent video game is 
likely to be presumed to correlate with a violent disposition.  
The opinion of the evaluating psychologist or psychiatrist will 
likely become the determination of the court.  A magistrate, or 
even a mental health professional, will not be faulted for erring 
on the side of protecting society from the potential, no matter 
how unlikely, of a mass shooting. 

IV. Pressure on the Mental Health Provider 
 
A mental health provider has lots of incentive and little 
disincentive to seek involuntary admission of anyone suspected 
of contemplating a rampage shooting. 
 
Dating from the Tarasoff22 decision, private practitioners have 
been targeted after a tragedy occurs for civil liability by the 
victims of violence.  While the familiar rules of professional 
malpractice would apply; juries have considerable sympathy 
for innocent victims where in retrospect warning signs were 
overlooked or misinterpreted.  Much like radiology studies, 
social media postings will survive the patient and are readily 
reinterpreted after a mass shooting occurs.  However, a 
private clinician cannot be held liable for violating a patient’s 
civil rights.23  Testimony at an involuntary commitment hearing 
is protected by immunity.  In practice, lawsuits alleging false 
imprisonment are rarely successful, which leaves a patient with 
little recourse.  In sum, a mental healthcare provider has 
considerably less exposure to liability in the civil justice system 
by over-protecting potential victims than by protecting a 
patient in the evaluation process. 

 
Regardless of one’s fate in the civil justice system, a behavioral 
health provider must contend with oversight by a state 
licensing agency.  Composed of mostly like-licensed 
professionals as well as lay members, a board is often more 
critical of a provider than a jury of lay people.  Boards often 
feel pressure from the public and news media to be tough 
and punish those who fall below professional standards.  In 
highly sensational events, a board may be as influenced as 
any other observer to look for someone to be responsible and 
satiate the public hunger for someone to blame. 

Retrospective analysis of a situation by a licensing agency 
suffers many shortcomings.  Information unknown to the 
provider, especially the outcome, is in the mix.  The board 
members have a relaxed opportunity to reflect on the 
situation without the pressures and ambiguity of the event as it 
unfolds.  Being a member of a licensure board is not 
necessarily a reflection of professional expertise, and often, 
the members of a board are not specialists in the issue at 
hand.  A clinician must prepare for a board inquiry with no 
presumption that the reviewers have more than a basic 
knowledge of the subject matter.  Therefore, a practitioner is 
again wise to err on the side of detention when doubt exists as 
to whether a patient has the potential for mass violence. 

After every tragedy these days, the media immediately looks 
for someone to blame.  A few news commentators are so 
blatant as to even ask the question out loud as if every 
situation can be easily sorted out in a sound bite.  A multi-
factor analysis that has several unknowns is not acceptable in 
the short spans of news cycles.  Someone must have been at 
fault by the end of the day.   
 
The public suffers from three misconceptions: 1) mentally ill 
individuals are dangerous; 2) conversely, dangerous 
individuals are mentally ill; and 3) mental health providers can 
accurately assess both.  In such a climate, a clinician has little 
choice but to recommend detaining anyone who could be a 
potential threat.  No one wants to be the provider who is the 
focus of an investigation and media circus after a rampage 
shooting.24  A psychiatric patient that is upset over being 
involuntarily admitted for evaluation is much more 
manageable than a parking lot of hungry reporters and a 
horde of government investigators.  A career can be 
destroyed in an afternoon. 
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The hardest judge of a behavioral health provider is often 
herself.  After succeeding in formal education and a career, a 
clinician is likely to deem herself to be incompetent in failing to 
prevent a mass shooting.  This is often described as the 
impostor syndrome.25  The experience of being wrong and 
innocent people dying may easily tip even the most confident 
professional over the edge.  To avoid the risk of such self-
judgment, the practitioner has every incentive of self-
preservation to over-call the presence of mental illness and 
the likelihood of imminent violence.   

V. Overcoming the Challenge 

A balanced approach for protecting the community and the 
individual needs to be found.  From a patient care 
perspective, the facility must have staff and systems in place 
to promptly and fairly evaluate someone brought in for acute 
psychiatric evaluation.  Partnerships with law enforcement and 
social service agencies to properly place outliers is needed.  
Threatening behavior should not give rise to a presumption of 
mental illness.  It may just be an illegal act.26  More importantly, 
an individual should not be placed in a psychiatric unit as a 
quick solution to far deeper community problems such as 
homelessness and lack of services for military veterans.   
 
VI. Conclusion 
 
In the absence of reliable ways to exclude the risk of mass 

violence, a prudent mental healthcare provider is quite  
reasonable to over-diagnosis mental illness and imminent 
dangerousness when asked to evaluate a young man.  
Second guessing by the public, the media, a licensing board, 
a jury or one’s own self is avoided.  Any doubt will be resolved 
in favor of protecting society, and incidentally the provider, 
over the civil liberty interests of the patient. However, 
incredible opportunity exists for improving the prediction of 
rampage shootings and effective intervention to avoid them.  
Likewise, our legal system has much to consider on the issue of 
involuntary commitment in the social media age. 
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Are All Root Cause Analysis (RCA) Approaches Created Equal? 

By Robert J. Latino 

INTRODUCTION 
 
A root cause analysis (RCA) is a descriptive phrase used to 
analyze the steps and results of a process. When applied to an 
adverse medical event, its purpose is to describe the steps 
that produced the adverse outcome and to identify 
correctable individual or systems errors. A more formal 
definition for RCA is the establishing of logically complete, 
evidence-based, tightly coupled chains of factors from the 
least acceptable consequences to the deepest significant 
underlying causes. 
 
The Joint Commission has required the application of RCA 
since the mid-1990s. But are we getting value from our RCA 
efforts? 
 
A recent study, published in the New England Journal of 
Medicine, showed that hospital infection rates, medication 
errors, complications from diagnostic techniques or 
treatments, and other such "harms" did not change between 
2002 and 2007 (Reuters, 2010). Experts estimate that each 
RCA in a hospital setting requires 20 to 90 person-hours to 
complete (Wu, 2008). The basic question for the medical field 
is: Has the risk of recurrence actually been reduced by going 
through the RCA process? Surprisingly, research indicates 
that it generally is not known whether risk has been reduced 
by the RCA process; this is causing concern that some of the 
considerable resources and efforts expended on RCA are 
being wasted (Wu, 2008). How can so many well-intentioned 

individuals spend so many hours doing RCA and a 
quantifiable benefit not be known? We will explore why 
regulatory compliance with RCA guidelines is not openly 
correlating with increased patient safety. 
 
THE MATERNAL DEATH CASE STUDY 
 
Let’s apply a few analytical tools to the following case study to 
contrast their capabilities when used on the same case. 
 
On the morning of July 5, 2006, a 16-year-old patient came to 
St. Mary’s Hospital in Madison, Wisconsin to deliver her baby. 
During the process of her care, an infusion intended 
exclusively for the epidural route was connected to the 
patient’s peripheral intravenous (IV) line and infused by 
pump. Within minutes, the patient experienced 
cardiovascular collapse. A cesarean section resulted in the 
delivery of a healthy infant, but the medical team was unable 
to resuscitate the mother and she died. The medication error 
and its consequences were devastating for the patient’s 
family, the nurse who made the error, and the medical team 
that labored to save the patient’s life (Pil, 2010). Before 
applying the various RCA tools to this case, let us first provide 
some background on the commonly used RCA processes 
and tools in the marketplace today. 
 
Analytical Process Review 

Many of the tools referred to as root cause analysis tools fall 
short of the essential elements of RCA. Typical tools in this 
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category are the 5-Whys, the fishbone diagram, and many 
form-based RCA checklists. Many of these tools came from the 
quality initiatives in Japan, which flourished in the 1970s and 
1980s and remain ingrained in American corporations today. 
 
We refer to these as tools and, just like tools in a toolbox, we 
must use the right tool for the right project. Therefore, we must 
have a clear understanding of the scope of the project before 
deciding which tool is most appropriate. When determining 
the breadth and depth of analysis required, we must explore 
the magnitude and severity of the undesirable event at hand. 
Let’s look at how various processes would be used to do this. 
 
1. Troubleshooting typically is done by individuals rather 

than teams. This process often is referred to as RCA but 
falls short of the criteria to qualify as RCA. 

2. Brainstorming involves throwing out ideas as to the 
causes of the particular event. Usually, such sessions 
are not structured in a manner that explores cause-
and-effect relationships. 

3. Problem Solving comes closest to meeting the RCA 
criteria. Problem solving usually is team-based and uses 
structured tools. Some of these tools may be cause-
and-effect based. Problem solving oftentimes falls short 
of the RCA criteria if it does not require evidence to 
back up what the team members hypothesize. 

4. Root Cause Analysis is the establishment of logically 
complete, evidence-based, tightly coupled chains of 
factors that look at the least acceptable 
consequences and the deepest significant underlying 
causes of an event (Latino, 2007). 

Table 1: Comparison of Analytical Processes to RAC Essential Elements 
 

 
 
 

Analytical 
Process 

 
 

Disciplined Data 
Collection 
Required? 

 
Typical Team (T) 

versus  
Individual (I) 

Based 

 
 

Formal Cause-
and-Effect 
Structure 

 
Requires 

Validation of 
Hypotheses  

using Evidence 

Identification of 
Physical (P), 

Human (H) and 
Latent (L)  

Root Causes 

Troubleshooting N I N N P 

Brainstorming N T N N P or H 

Problem Solving N T N N P or H 

Root Cause Analysis Y T Y Y P, H & L 
 

Steps of a Basic Investigative Process 
 
1. Identification of the underlying problem to analyzed. 
2. Identification of the cause-and-effect relationships that 

contributed to the undesirable outcome. 
3. Disciplined data collection and preservation of 

evidence to support cause-and-effect relationships. 
4. Identification of all physical, human and latent root 

causes associated with undesirable outcome. 
5. Development of corrective actions/countermeasures to 

prevent same and similar problems in the future. 
6. Effective communication to others in the organization of 

lessons learned from analysis conclusions. 
 
Table Analytical Tools Review 

Analytical tools are only as good as their users. Used properly, 
any of these tools can be used to produce useful results. 
However, some of these tools are used simply because they  
 

are quick to produce a result, require few resources, and are 
inexpensive to use. They often may lack the breadth and 
depth necessary to meet the needs of RCA. 
 
5-Whys 
 
The 5-Whys is a method created by the Japanese to drill 
down to reach the bedrock of an issue—the root cause. 
While there are varying forms of this approach, the most 
common understanding is to ask the question “WHY?” five 
times to uncover the root cause. Ultimately, the responder 
reaches a point beyond which, on that single issue, there is 
no more information. 
 
The form looks as follows: 

 
 Latent root causes: 
 
 Question: Why did that (the event) happen? 
 Responder: Because. . . 
 Question: Can you expand that explanation? 
 Responder: Yes. . . 
 Question: But why did that happen? 
 Responder: Because. . . 
 Question: But then why was that done? 
 [Ultimately, the responder cannot drill deeper into the issue]. 
 
Note how this approach examines an issue (or event) down 
to its deepest level, but in doing so narrows the discussion, 
thus eliminating the possibility that other confounding 
variables exist. 
 

5-Why Pros: 
 
1. Quick results because usually conducted on a person-to-

person basis; a group is not doing the questioning. 
2. No financial expense to asking questions. 
 
5-Why Cons: 
 
1. Asks “WHY” versus “HOW COULD”―WHY connotes the 

desire for a similar answer and in the form of an opinion. 
HOW COULD explores all possibilities and not just the most 
likely. 

2. Assumes there always is a linear path. Does not 
accommodate errors occurring in parallel and combining 
to cause a bad outcome. 

3. Assumes there is a single root cause and does not 
encourage the exploration for multiple contributing 
factors that cause an undesirable outcome. 
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5-Why Cons (continued): 
 
4. Normally aligned with troubleshooting where it is used by 

an individual versus a team. While this has its place, it does 
not encourage other perspectives. (This is the primary 
difference between asking WHY and HOW COULD). 

5. Typically not associated with disciplined collection of 
evidence to support hypotheses.  
 

The Fishbone Diagram 
 
The fishbone diagram is another popular analytical quality 
tool. This approach gets its name from its form, which is the 
shape of a fish. The spine of the fish represents the sequence 
of events leading to the undesirable outcome (the fish head). 
The fish bones represent categories that should be evaluated 
as potential contributing factors to the sequence of events. 
These category sets change from user to user. 

Fishbone Pros: 
 
1. Team-based approach 
2. Explores multiple cause categories for root causes 
3. Capable of producing timely results 
 
Fishbone Cons: 
 
1. Categorical approach: If we do not pick the correct 

categories to explore, we can miss relevant root causes. 
Does not accurately reflect direct cause-and-effect 
relationships correlating to undesirable outcomes. 

2. Typically relies on brainstorming under each category 
(fishbone) to generate potential root causes. 

3. Oftentimes hearsay is permitted to serve as validation of a 
hypothesis (fact) as opposed to using concrete evidence. 

 
FORM-BASED RCA 
 
In addition to these most commonly used approaches 
described above, many simply use standard RCA forms to 
generate a root cause analysis. This basically is a onesize-fits-all 
mentality. Checklists often are provided, which give people 
the false sense that the correct answer must be within the 
listed items. 
 
No “pick-list” RCA process ever can be comprehensive 
enough to consider all the possibilities that could exist in each 
working environment. However, the innate human tendency 
to follow the path of least resistance makes using pick lists very 
attractive. As noted author Eli Goldratt says, “An expert is not 
someone that gives you the answer, it is someone that asks 
you the right question.” That is exactly what RCA is all about. 

  Figure 3: Form-Based RCA Sample 

 RELIABILITY GENERAL HOSPITAL 
 Patient Care Assessment Program–Follow-up Form 

 Incident Report  Instructions:  Please fill in all sections 

 Patient Name:  Patient Unit #: 

 Service:  Admit Date: 
 Individual(s) consulted during investigation: 

 Description of event: 

 Outcome: 
 Evaluation: 
 Likely causes 

  Systems errors 
 Proposed modifications or corrections, etc. 

 
Is There A Better Way to Create a Root Cause Analysis? 
 
The ideal RCA produces a logic algorithm as an expression of 
cause-and-effect relationships that lead to a particular 
sequence to cause an undesirable outcome to occur. The 
data leads the analysis, not the loudest expert in the room. The 
strength of the tool is such that it can, and is, used in court to 
represent solid cases. 
 
A logic tree starts off with a description of the facts associated 
with an event. These facts will comprise what is called the top 
box (the event and the modes). Modes are the manifestations 
of the failure, and the event is the final consequence that 
triggered the need for an RCA. The event can be thought of 
as the least acceptable consequence of failure. While we 
may know what the modes are, we do not know how they 
were permitted to occur. So we proceed with the questioning 
of how could the mode have occurred? 
 

This is an important point in the analysis because we are 
seeking to understand why someone thought the decision 
they made was the correct one. At this point in the analysis, 
we do switch the questioning to why (switch to inductive 
reasoning) because we are exploring a set of answers 
particular to an individual or group. These answers are what 
we call latent root causes or the systems errors in place that 
led to the bad outcome. The latent roots are the rationale for 
the decisions that triggered the consequences to occur and, 
therefore, the deepest underlying causes. These are called 
latent becausethey are always there lying dormant. They 
require a human action to be triggered and, when triggered, 
they start a sequence of physical root causes to occur. This 
error-chain continues, if unbroken, to the point that it results in 
an undesirable outcome that requires an immediate response. 
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Now that we have a basic understanding of the RCA processes and tools, let’s apply the most popular RCA tools  
to our case study described earlier. 



Peri-FACTS®:  Division of Maternal-Fetal Medicine and Perinatal Nursing, University of Rochester Medical Center 
Page 11 
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Based on the above examples of the various tools applied to the same situation, we could construct a “filter” 
of what tools would have likely identified which root causes and which tools likely would not pick up other root causes. 

 Table 2: Comparison of RCA Tool Results 
 

Root Causes Identified 5-Whys Fishbone IDEAL RCA 

Distracted By Work Flow Process X X X 

Young Age of Patient  X X 

Primigravida Condition X X 

Less than Adequate (LTA) Protocols for Retrieval 
and Administration of Epidural Medications 

X X 

Nurse Distractions X X 

Nurse Fatigue X X 

Lack of Clear Limits on Clinical Work Hours X X 

Casual Attitude About Use of Epidurals X X 

Tacit Tolerance for Delayed Placement of 
Patient ID Band 

X X 

Poor Communication Between Obstetrician, 
Anesthesia, and Nursing Staff 

X X 

Distractive Work Environment Resulting in Time 
Pressure Errors 

 X 

LTA Training–Prior to IV Bag Delivery X 

LTA Supervision–Prior to IV Bag Delivery X 

LTA Training–During IV Bag Administration X 

LTA Supervision–During IV Bag Administration X 

LTA Procedure/Protocol For Use Of IV X 

Medication Mix-Up. Like Medications Placed 
Adjacent to Each Other 

X 

Conclusion 
 
Buntin published an article entitled Plague of Errors-Hospital Infection Rates 
are Rising and Killing 90,000 Patients a Year. Can the States put a Stop to It? 
(Buntin, 2005). In this article, the following statement is made regarding the 
results of a doctor’s use of true root cause analysis, “....By drilling down to 
the root cause(s) of the problem, Shannon’s [Dr. Shannon] team managed 
to identify causes that might otherwise have gone undetected. In the year 
before Shannon instituted his reforms, 37 patients developed central-line 
infections, and 51 percent of those died. In the year that followed the 
implementation of his team’s reforms, only six patients developed an 
infection, and only one of those patients died.” This suggests that RCA—
when done correctly—saves lives. 
 
A complete RCA attempts to “rewind the video” of the event happening. It is 
starting with facts and reeling backwards from that point on (just like a 
detective’s investigation). Evidence collected will determine what did and 
did not occur. The logic tree will drill past the physical and human levels to 
uncover the systems issues or the latent root causes that influenced decision-
making. Without correcting the systems issues, there is a greater likelihood of 
recurrence of the event somewhere, sometime. By correcting the systems 
issues, we will correct the undesirable behaviors (decision-making processes) 
that triggered the adverse events to occur. 
 

See page 31 for additional reading references 
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When prescription medicines are obtained or used illegally, it is called drug 
diversion.  One example of this occurs when healthcare providers steal patients’ 
medications for their personal use. This is a serious threat to patient safety. For 
example, when providers tamper with injectable drugs and use unsafe injection 
practices, patients can become infected with bloodborne pathogens such as hepatitis 
B (HBV), hepatitis C (HCV), human immunodeficiency virus (HIV), or develop a 
bacterial infection.  
 
At CDC, we have assisted in the investigation of numerous outbreaks and 
incidents involving controlled substances that were tampered with by healthcare 
providers. Some of these have involved providers swapping out new syringes 
filled with narcotics for used syringes filled with saline. The provider gets the 
clean narcotics and the patient gets the saline that has been contaminated by the 
used syringe.    
 
Syringe swaps might be easier to pull off than one would think. Unattended 
syringes drawn up for patient treatment become targets for swaps. Once a 
technician or other staff member acquires a used syringe – from scavenging red 
box waste, for example – it can be a simple matter for them to create a decoy 

syringe filled with saline solution.  In the absence of tamper-evident packaging and clear labeling, the decoy syringe may 
appear to be the real thing.  
 
As outbreak investigations have shown, these dangerous practices can readily transmit infection from a hepatitis C virus-
infected provider to large numbers of patients. Patient harm can also include substandard care delivered by an impaired 
provider, denial of appropriate therapy or pain control, as well as serious infection risks.  
 
How often is this occurring? It is hard to say with certainty, but fentanyl – a narcotic pain medication – is a commonly 
abused drug across healthcare. Likewise, recognition of contaminated injections as a source of hepatitis and other infections 
is growing. CDC is aware of dozens of U.S. outbreaks that identified unsafe injection practices as the root cause. Of these 
outbreaks, four involved fentanyl tampering.  
 
When investigations of narcotics loss indicate possible tampering with injectable medications, facilities should pursue 
bloodborne pathogen testing of any implicated worker to better assess patient risks. Institutional policies that establish for-
cause drug testing of staff should be reviewed. Screening panels should include the actual types of controlled substances, 
such as fentanyl, that may have been targeted. Facilities should also consider examining options for establishing authorities 
for bloodborne pathogen testing in this context. 
 
Prevention is key. Healthcare institutions need more effective systems for maintaining narcotics security. Patient safety and 
professional safety all demand effective, reliable safeguards to maintain the integrity of prescription drugs and controlled 
substances. Active monitoring as well as educating clinicians are important components of a drug diversion prevention 
program. Risk managers should be aware of requirements from the Drug Enforcement Administration and the Food and 
Drug Administration pertaining to reporting requirements and effective controls to guard against theft.  
 
Maintaining the security of controlled substances is a shared responsibility. Working together, we can raise awareness and 
strengthen protections in this area.  
 
Written by Joe Perz, DrPH, MA, Quality Standards and Safety team leader for the Division of Healthcare Quality 
Promotion at the Centers for Disease Control and Prevention in Atlanta, Georgia. 
 
For additional information contact: 
Mary Beth Wenger, Health Communications Specialist 
“New York One & Only Campaign” 
Marybeth.wenger@health.ny.gov  

Update from the New York One and Only Campaign 
 (NYS DOH and CDC Collaborative) 

Stolen Syringes: How Does a Patient Go into a Hospital and Come Out with Hepatitis C? 

By Joseph Perz, DrPH, MA
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